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1 Introduction
This manual describes the settings necessary for operating the VolP recording integration
"EVOip active for innovaphone”.
HINT
The operation of the ASC EVOIip recorder in an innovaphone SIP
environment requires firmware version 7.0 or higher in the end devices
of in the innovaphone PBX as well as in the innovaphone end devices.
If you have questions about the compatibility, please contact your
innovaphone sales partner in advance.
1.1 Overview of the Recording Solution

The ASC recording solution "EVQip active for innovaphone" is an active voice over IP recording
solution in the innovaphone environment.

The recorder is logged on at the PBX as a SIP end point. If a call is to be recorded, a conference
is set up to the recorder. The tagging of additional call data (own phone number, partner phone
number, call direction) is done by analyzing the SIP protocol. The partnership with innovaphone
has brought about a unique VolIP recording solution. The following powerful recording functions
have been integrated in innovaphone phones:

Automated recording as soon as a call is made on this phone.

Recording control by press of a key (record on demand). The recording is started and stopped by
pressing a key on the phone.

The user is informed via the phone display if a call is recorded.

Automated detection, decryption and recording of encrypted calls if encryption has been acti-
vated on the end device to be recorded (independent of the selected transport protocol).

The figure below shows the schematic setup of the recording solution.

innovaphone PBX 4 ASC EVOip Server)

S R R s s S i EVO!Q
active

Audiodata

(optional encrypted)_, o2

Fig. 1 - Overview
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2.1

2.2

2.2.1

2.2.2

System Requirements

ASC Components

Recorder
Version Version 9.0 or higher
Licenses Licenses for the product EVOip active for innovaphone are

required. This license also covers the recording of encrypted calls.

innovaphone Components
IP PBX (e.g. IP302)

Version Version 7.0 or higher

End Devices (e.g. IP110, IP200, IP230)

Version Version 7.0 or higher
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3 Configuring the EVOip active for innovaphone

To operate the EVOip active in an innovaphone environment, the recorder has to be registered
as a SIP end device at the innovaphone PBX.

For this purpose, a SIP subscriber has to be created on the innovaphone PBX with a phone num-
ber and the desired protocol parameters. The parameters specified in the PBX have to be con-
sidered in the recorder configuration (see below). It is not necessary to configure special
recording settings on the PBX.

1. Connect to your PBX via the Internet browser and log on using your user name and password
(standard values for IP302: admin and ip302).

2. Select the PBX on the left and click the Objects field in the menu bar at the top. To create a new
subscriber (user) click new.

innovaphone |P302

General Password Filter =~ Objects Registrations Calls SOAP admin_ Help

General HW

P | User v new Long Name HName« MNowx l[;”._' Node « PBX «
ETHO [ evoip 4005 root

ETH1 active 4002 4002 root

LDAP 4001 4001 root

TEL1 4199 4199 root

s |P230 4000 4000 root

BRI1

PBX

Gateway

Download

Upload

Diagnostics

Reset

Debug < | < >

Fig. 2 - innovaphone IP302: PBX Subscriber
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3. Enter the desired data for the recorder in the configuration mask. Enter the same value for Name
and Number (e.g. 4002). This value also has to be entered ASC DataManager in the EVOip
active configuration in the field Extension (see section 3.1.1 - Configuring the EVOip active).

Long Mame EVOip active Display Mame 4002

MName 4002 Mumber 4002 Critical []
Password retype Password

Hardware ID

Node root ¥ Hide from LDAP []

PBX v Local Fl

Send Number URL

Group Indications|

Config Template | |+

Config

Filter ~ | Diversion Filter ~ | Reject ext. Calls []
Response Timeout Busy On ... Calls Twin Phones O
Mo Inband Disconnect []

DECT

Gateway

IPEI
AC{Access Code)

OK | Ppply| Delete| Cancel| Help |

Fig. 3 - innovaphone IP302: PBX — Subscriber Settings

Further information about the configuration of a subscriber on a innovaphone PBX is provided in
the user manual of the innovaphone PBX.

3.1 Configuring the EVO ip Server Software

To operate the EVOip active in an innovaphone environment, the following basic settings in the
ASC DataManager are required.

e 3.1.1 - Configuring the EVOip active
¢ 3.1.2 - Configuring the EVOip active Channels

3.1.1 Configuring the EVO ip active
From the start screen of the EVOip Server Software, launch the ASC DataManager.
In the ASC DataManager, open the Configuration submenu in the hierarchical structure on the

left-hand side of the window, and select the item System. From the System window on the right-
hand side, select the EVOip active tab.
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Click the plus sign of the entry Registrarl and set the parameters as follows:

Parameter Value
IpAddress IP address of the innovaphone PBX
Expires If required, you can adapt the expiry time of the

registration in seconds to the value set in the
innovaphone PBX (default value of the PBX: 120 s).

Table 1 - Configuring Registrarl

- ASC DataManager

ASC DataManager

Select module: | EVOip active

larm Notifications
'Oip channels State |Mame Description Value(s)
'Oip active chan
1A
", Auto Tagging

hannel Guard

Mame or IP address ofthe SIP registrar, 4) |192_1 G8.2.102
server or proxy. If a name is specified, a
DMNS must be available to resolve the
name.

2 Recording Planner

ecording Decision

~*: Recorder Informatic

(+]

= Archive Client
- SDDM Client
" Database
Regisiry
= Information

Registration expiration in secends. This 4) |3EDU
value will automatically adapted to the

[+

(+]

min/max expiraticn value of the registrar.

[+ +]

JTAPI Upload of JTAP! file. upload

Check section| Checkall] Reset| Resetall| Savesection| Save

Fig. 4 - ASC DataManager: Menu Configuration - System - EVOip active - Registrarl
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Click the plus sign of the entry Recorder and set the parameters as follows:

Parameter Value

Extension Phone number of the recorder configured in the
innovaphone PBX beforehand (e.g. 4002).

LocallpAdress Select the IP address of the recorder used for SIP
registration on the PBX and for recording (all active
network interfaces are available).

LocalSipPort 5060

SipTransport Select the desired transport protocol. It has to be
identical with the protocol selected on the innovaphone
PBX. If you wish a certificate check in the TLS protocol,
disable the field DisableCertCheck. Please note that an
appropriate root certificate is required on the recorder in
this case (see section 3.1.1.1 - Uploading a Certificate).

Registration Registrarl

DigestAuthUser If SIP authentication is enabled in the innovaphone
PBX, the "SIP Digest Authentication User" entered in
the innovaphone PBX has to be entered here.

DigestAuthPassword If SIP authentication is enabled in the innovaphone

PBX, the "SIP Digest Authentication Password" entered
in the innovaphone PBX has to be entered here.

Table 2 - Configuring the Recorder

2 =" ASC DataManager System @ R IR N = = =

Select module: | EVOip active v] =

2 Systern

4} Ataam Nofifications
e EVOip channels
i EVOip active chan
SiERIA

2. Auto Tagging

5 Channel Guard

. Recording Planner

_/ | Extension SIP user or extension for a |4UE|2
recording. A range of
extensions can be specified
with [begin-end].
LocalipAddress Local IP address of the G | 192.168.5.62 -
interface that should be used
far recording
_/ | LocalSipPort Local SIP port for incoming G |5m39
calls.
_/ | SipTransport Type ofthe SIP transport « | uoP v‘
protocal
Registration Registration G | Registrar v‘ -
DigestAuthlLser User-ID for SIP digest ﬁ | |
authentication.
DigestAuthPassword Password for SIP digest 43 | |
authentication
StereoCallldentification Type of stereo call 5 | Autornatic anly (via signaling) v‘
identification.
OnHold Recording handling on | Continug recordingfinsert silence v
received HOLD. =

Check section| Checkall| Reset| Resetall] Savesection| Save|
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Fig. 5 - ASC DataManager: Menu Configuration - System - EVOip active - Recorder
Click the plus sign of the entry Recorder - Tagging and set the parameter as follows:
Parameter Value
PartnerPhoneNumber Diversion-Header
This innovaphone-specific setting tags the partner
number and the call direction (incoming or outgoing) in
addition to the own phone number.
Table 3 - Configuring the Recorder - Tagging
OwnPhonelumber | SIP-Header that contains the & | Fram-Header v|
awn phone number. Unless
in special cases, From-
Header should be used
FartnerPhonelumber | SIP-Header that contains the ¢)|D,-v-er5|.jn_Header,|nn.j-¢3pn.jne.3n|.J.-_- w
partner phone number.
Unless in special cases, this
information is not available.
SipHeaderTagging Enable tagging of additional & | Mo v
data contained in SIP-
ExtensionHeader of the
INVITE message.
Fig. 6 - ASC DataManager: Menu Configuration - System - EVOip active - Recorder -Tagging
Click the Save button to store your configuration.
HINT
By default, codecs G.711 A-Law, G.711 p-Law and G.729 are supported.
3.1.1.1 Uploading a Certificate
If a certificate check is to be done in the case of TLS, an appropriate root certificate (according to
Standard X.509v3 in the file format .pem) has to be copied manually to the recorder in the direc-
tory mentioned below, and the EVOip active service has to be restarted manually.
Linux lusr/asc/bin/ip_active
Windows depending on the setup, e.g. C:\Programs\ASC\EVOLUTION\bin\ip_active
3.1.2 Configuring the EVO ip active Channels

From the start screen of the EVOip Server Software, launch the ASC DataManager.

In the ASC DataManager, open the Configuration submenu in the hierarchical structure on the
left-hand side of the window, and select the item EVQip active channels.
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In the channel list, select the channel DYNAMIC VOIP CHANNEL and configure the parameters

as follows.

Parameter

RecordStartMode

RecordStopMode

StorageMode
InputTypel

Value

CONNECT (Conversation detection)

- (Use the triggers from recording start)

DIRECT_STORAGE (Store immediately)

DYNAMIC_AUDIO_STREAM

Table 4 - Configuring the DYNAMIC VOIP CHANNEL

- - L = c 3 o — — = o
EVOip active channels i = B E B & O @
State Ehannel-Description Channelib fad
CK EVCip active Channzl 001 001FR4XTPT N
larm Notifications ([ST3 EVCip active Channal 002 001FF4X7FU
EVOip channels  |eLg EVCip active Channel 003 001FF4XTFV
EVOip adtive chand I3 SVaie active Cnannsl 004 001FR4XTFW
oK EVGip adtive Channel 005 001FRaXTEX
oK EVCip active Channz! 006 001FREXTRY
CK EVGip adtive Channel 007 001FF4XTFZ
oK EVCip active Channz! 008 001FP4X7Q0
) CK EVGip adtive Channel 003 001FPaXTa
tecording Planner (gom EVGip active Channel 010 001FP4x7Q2
lecording Decision [ISTR EVOip active Channal 011 001FPEXTO2
ecorder Informatiof e EVOip sctive Channel 012 001FP4XTS
oK EVOip active Channal 013 001FP4X705
CK EVCip active Channal 012 001FP4X708
oK EVOip active Channal 015 001FP4X7QT s
~
Configuration of DYNAMIC VOIP CHANNEL |
-+ Information
State | Name Description Value(s) (De’Selectall)
_/ | RecordStartifode Start recording by: %§[HOST (External application) Al |V
ALERTIMG {Conversation indication)
CONNECT (Conversation detection) |
DTHF-SEQUENCE (DTWF sequence) v
RecordStoplode Stop recording by: B (Use the triggers from recording start) v
HOST (External application)
CONNECT (Conversation detection) o
DTMF-SEQUENCE (DTMF sequence) i)
Storagelode Storage mode 3 DIRECT_STORAGE (Store immediately)  ~| [V
Timespan_Until_Deletion | Time to keep a call in the database ﬂ|gg 00:00:00:00 | v
O :MM:DD:HH:mm).
PackageTimeout Time to wait before call packages get ﬂ|1gg | v
finally processed after call end. Unitis
100ms
_/ | AGCEnable Enable AGC mode. ¢j| Disabled v‘ v
InpuitTypet The inputtype of this channel. 5| DYNAMIC_AUDIO_STREAM (DYNAMIC_AUD ~ | | —
Availability This channel is physically available o [
< | &
Checkall| Reset| Resetall| Save Configuration

Fig. 7 - ASC DataManager: Menu Configuration — Configuration EVOip active Channels
(DYNAMIC VOIP CHANNEL)
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In the channel list, select the active channel to be configured and set the parameter as follows.
Parameter Value
InputTypel DYNAMIC
Table 5 - Configuring the Active Channels
CE Datablanager EVOip active channels i = B 5 B
Lo State ChannelDescription ChannellD
DYNAMIC VOIP CHANNEL NiA
- e i ]
Configuration of EVQip active Channel 001
State | Name Description Value(s) (DeSelectall)
rding Decision Preview 3
T (L S T _/ | InputType1 | The inputtype of this channel ﬁ‘DYNAMIC (DYNAMIC) M o
::Dr::;:::l:m Availability | This channel is physically available =
Database
'Registry
2+ Information
Checkall] Reset| Resetall] Save Configuration
Fig. 8 - ASC DataManager: Menu Configuration — Configuration EVOip active Channels (EVOip
active Channel)
Repeat these settings for all further channels.
Click the Save button to store your configuration.
You can find further information, e.g. about the configuration of static channels, in the Installation
Manual of the ASC DataManager (06 Basic_Configuration - MARATHON
EVOLUTION_Product_Family) - Chapter 3.5 - Configuration - EVOip active Channels.
HINT
To check your configuration, you can carry out a simple function test by
making a phone call to the recorder. The recording should start now.
3.2 Configuring the innovaphone End Devices

Depending on the end device type, the configuration of the end devices may vary. In this exam-
ple, an innovaphone IP230 end device was used. Please proceed as follows:

. Connect to your end device via the Internet browser and log on using your user name and pass-

word (standard values for IP230: admin and ip230).

. Select the desired registration (1 to 6) on the left and click the Recording field in the menu bar at

the top.
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3. The following recording variants can be set under Mode:

¢ Manual: The recording of the active call is started and stopped manu-
ally by pressing the redialing key or the function key to which the
recording function was assigned.

e Transparent: The recording will be started automatically as soon as a
call starts and terminated at the end of a call. It is not possible to stop
the recording manually.

e Optional: The recording will be started automatically as soon as a call
starts. It can be stopped manually and restarted by pressing the redial-
ing key or the function key to which the recording function was
assigned.

4. Under Number, enter the phone number of the recorder (e.g. 4002) which you have previously
configured in the innovaphone PBX and on the recorder.

5. Under Name, enter the phone number of the recorder (e.g. 4002) which you have previously
configured in the innovaphone PBX and on the recorder.

6. If only external calls are to be recorded, activate External Calls Only.

7. To start or stop the recording only via a function key, activate Function Key Control Only. The
redialing key keeps its normal function in this case.

innovaphone [P230

Configuration Registration  Preferences Call-Lists Directories Function-Keys = Recording admin  Help
General
P Mode | transparent ¥

ETH MNumber 4002
Registration 1 MName 4002
Registration 2 External Calls Only |l
Registration 3 Function Key Control Only [[]

Registration 4 oK Cancel

Registration 5
Registration 6
Phone
Download
Upload
Diagnostics

Reset

Fig. 9 - innovaphone IP230: Administration Menu
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