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Introduction

This document describes a summary of the interoperability validation results of the Ascom and Huawei platform,
furthermore it provides the necessary steps and guidelines to optimally configure the respective platforms. This
report should be used in conjunction with configuration guides from both Huawei and Ascom.

About Ascom

Ascom is a global solutions provider focused on healthcare ICT and mobile workflow solutions. The vision of
Ascom is to close digital information gaps allowing for the best possible decisions — anytime and anywhere.
Ascom’s mission is to provide mission-critical, real-time solutions for highly mobile, ad hoc, and time-sensitive
environments. Ascom uses its unique product and solutions portfolio and software architecture capabilities to
devise integration and mobilization solutions that provide truly smooth, complete and efficient workflows for
healthcare as well as for industry, security and retail sectors.

Ascom is headquartered in Baar (Switzerland), has operating businesses in 18 countries and employs around 1,300
people worldwide. Ascom registered shares (ASCN) are listed on the SIX Swiss Exchange in Zurich.

About Huawei

Founded in 1987, Huawei is a leading global provider of information and communications technology (ICT)
infrastructure and smart devices. We have 207,000 employees and operate in over 170 countries and regions,
serving more than three billion people around the world. We are committed to bringing digital to every person,
home and organization for a fully connected, intelligent world.

To learn more, visit Huawei at http://www.huawei.com. For real-time news updates follow Huawei on LinkedlIn,
Twitter and Facebook.
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Site Information

Test site

Ascom Nederland
Orteliuslaan 982
3528 BD Utrecht
The Netherlands

Participants

Remco van den Pangaart, Ascom, The Netherlands
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Summary

General conclusions

This Ascom interoperability validation produced good results with regard to the tested areas of authentication,
stability, roaming, QoS, and power save.

Roaming times were in general very good with all Authentication methods. Observed times were typically around
40-70ms. Using 1r/FT typically produced the best results and is therefore recommend.

Compatibility information

One Access point model from every product generation has been selected (AP 5760-51). By testing these access
points, Ascom is considered to cover all access points listed below based on chipset compatibility.

Supported Partner Access Points with version V200R022C10SPC100:

AirEngine 5760-51 AirEngine 5760-22W
AirEngine 6760-X1 AirEngine 6760-X1E
AirEngine 6760R-51 AirEngine 6760R-51E
AirEngine 8760-X1-PRO AirEngine 8760R-X1

AirEngine 8760R-X1E

Supported Partner Controller Platforms with version V200R022C10SPC100:

AirEngine 9700-M1 Access Controller
AC6508 Access Controller

AC6805 Access Controller
AC6800V Access Controller

iMaster NCE-Campus

Interoperability Report Date Page
Ascom i63 — Huawei 2023-05-10 5/18



Interoperability Validation Overview

WLAN Compatibility and Performance

High Level Functionality Result Comments

Association, Open with No Encryption OK

Association, WPA2-PSK / AES Encryption OK

Association, PEAP-MSCHAPv2 Auth, AES Encryption OK

Association with EAP-TLS authentication OK

Association, Multiple ESSIDs OK

Beacon Interval and DTIM Period OK

PMKSA Caching OK

WPA2-opportunistic/proactive Key Caching OK

WMM Prioritization OK

802.11 Power-save mode N/T Legacy PS, test case not
relevant (U-APSD required)

802.11e U-APSD OK

Roaming, WPA2-PSK, AES Encryption OK Typical roaming time 46 ms

Roaming, WPA2-PSK, AES Encryption, 802.11r/FT OK Typical roaming time 40 ms

Roaming, PEAP-MSCHAPv2 Auth, AES Encryption OK Typical roaming time 46 ms

Roaming, PEAP-MSCHAPv2 Auth, AES Encryption, 802.11r/FT OK Typical roaming time 44 ms

Channel usage controlled by 802.11k OK

Network features controlled by 802.11v N/T Not supported by Ascom i63

Average roaming times are measured using 802.11a/n/ac. Refer to Appendix B for detailed test results.
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Known limitations.

Description and Consequence

Workaround

Ticket(s) raised

For additional information regarding the known limitations please contact interop@ascom.com or

support@ascom.com.

For detailed validation results, refer to Appendix B: Detailed Validation Records.
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Appendix A: Validation Configurations

Huawei AirEngine 9700-M1 Access Controller, V200R022C0O0SPC100

In the following chapter you will find screenshots and explanations of basic settings to get a Huawei AirEngine

9700-M1 Access Controller system to operate with an Ascom i63 handset. Please note that security settings were

modified to meet requirements in individual test cases.

General settings (SSID, Authentication)

) o "
Wireless LAN aitngineazon-m1 = o) &l th
Device name: AifEngined700-M1 Monitoring Configuration Diagnosis Maintenance
© ConfigWizard ~ Wireless Service Configuration
ac SSID List
Create. Add Remove Refresh
AP Going Onlin:
cup - Forwarding Mode = Serviee VLAN = Security Configuration = AP Group =
Wirel St Direct. 1 WRAZ + B02.1x wlan
Mesh Direet 1 weaz wlan
® AC Config AscomintopOpen Direct 1 Open wlan
® AP Config 10 v Total recordis):3
® Security
® Qos

® Other Services

© Reliability

List of all configured SSIDs
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WPA2-PSK SSID Configuration (Personal)

Basic SSID Configuration > Modify SSID

1. Basic Information 2. Security Authentication
=S8ID Name: AscomintopPSK Forwarding mode: © Direct ( Tunnel
Service VLAN: < Single VLAN () VLAN Pool
~Service VLAN IDi 1 (]

Next Cancel

- Define SSID Name.

Basic SSID Configuration > Modify SSID

1. Basic Information 2. Security Authentication

Security settings Open (applicable to personal networks)
) Key (applicable to personal networks)
Portal (applicable to enterprise networks)
802.1X (applicable to enterprise networks)

WAPI certificate (applicable to enterprise networks)

Authentication policy: ® sk POSK ) SAE PSK-SAE
Encryption mode: WPA2 ~  (neffective for the 6 GHz frequency band)
Encryption algorithm: OFY:3 TKIP AES-TKIP
Key type: HEX (o) PASS-PHRASE
Key: e

Previous || Next || Cancel

- Select “Key” for Security settings and “PSK” for Authentication policy.

- Select “WPA2” for Encryption mode.

3. Access Control

3. Access Control

- Key can be entered in HEX or in PASS-PHRASE (alphanumerical) format. Example shows a key entered in

PASS-PHRASE format.

Basic SSID Configuration > Modify SSID

3. Access Control

1. Basic Information 2. Security Authentication
= Binding the AP group : wlan
*Valid radio: A o 1 2
Single-user rate limit (Kbps): ~ Uplink Unlimited -
Downlink  Unlimited M
Previous || Finish || Cancel

- Bind the created SSID to an AP group. Example shows binding to AP Group wlan.
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WPA2 802.1X SSID Configuration (Enterprise)

Basic SSID Configuration > Modify SSID

1. Basic Information

~SSID Name:

Service VLAN:

“Service VLAN ID:

AscomintopTX |

® Single VLAN VLAN Pool

1 9

Next Cancel

- Define

SSID name.

Basic SSID Configuration > Create SSID

1. Basic Information

2. Security Authentication

Forwarding mode: © Direct

2. Security Authentication

Security settings:

Encryption mode:

Encryption algorithm

Open (applicable to personal networks)
Key (applicable to personal networks)
Portal (spplicable to enterprise networks)
©802.1X (applicable to enterprise networks) Built-in EAP authentication
WAPI certificate (applicable to enterprise networks)
WPA2 v | (Ineffective for the 6 GHz frequency band)

o AES TKIP AES-TKIP

External RADIUS Server Configuration

“Server template name:

*Authentication server IP

“Port number:

~Shared key:

Previous Next Cancel

- Select 802.1X for Security settings.

Secondary authentication =
server IP:

- Select WPA2 Encryption mode and AES for Encryption algorithm.

- Select RADIUS server template (defined on the next page).

Basic SSID Configuration > Create SSID

1. Basic Information

2. Security Authentication

3. Access Control

Tunnel

3. Access Control

3. Access Control

“Binding the AP group :

*Valid radio:

wlan

JAl o 1 A2

Single-user rate limit (Kbps)

Previous Finish

Uplink Unlimited -
Downlink  Unlimited M
Cancel

- Bind the created SSID to an AP group. Example shows binding to AP Group wlan.
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WPA2 802.1X (Enterprise) — RADIUS Server profile configuration

English =  Bmscom [

Wireless LAN AirEngines7o0-m1 'ﬁl' = = 0 2
Device name: AirEngineST00-M1 Monitoring Configuration Diagnosis Maintenance -
© Config Wizard Portal Server Global Configuration RADIUS Built-In EAP LDAP  AD  HWIACACS Local User HACA  Portal Page Customization  Guest Management  Advanced
®
> AC Config RADIUS Global Settings
® AP Config NAS 1P address: . @ NAS 9V address:
@ Security Source IP address of outgoing Source IPv sddress of
pachets . . ° Ered
AAA «Authorization server source =
address !
User Group Apply
User-Defined  RADIUS Server Profile
Application

e ) o
ACL

Create a new RADIUS Server Profile.

Create RADIUS Server Profile X
I = Profile name: ascom I
Mode: ) Active/Standby mode () Load balancing mode
NAS |P address: - nene - N
I = Profile default shared key: I
Create Server Delete 1P Address o
1P Address » Shared Key « Authentication Port .. » | Accounting Port Nu... «
No data.
Advanced ®
OK Cancel

- Define a name for this RADIUS profile.

- Typeinthe “secret” that corresponds to the secret configured in the Radius server and click Create
Server.

Create Server Configuration X

»IP address: Pvéa v 10, 20 174, 5
Sharedkey:  eseeesees

Server Settings

| Authentication

“Port number: 1812
Weight: 80
Source IP address of outgoing LoopBack VLANIF () IP address
packets:

10 . 30 . 169 . 155

/| Accounting

=Part number: 1813
Weight: 80
Source IP address of outgoing LoopBack VLANIF () IP address
s:

10 . 30 . 169 . 155

oK Cancel

- Configure the IP Address to the Radius server.

- Select IP address for Source IP address of outgoing packets and enter IP address of the controller.
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General settings (data rates, QoS, Radio)

Wireless LAN Airengine9700-m1

Device name:  AirEngines700-M1 Monitoring Configuration

® Config Wizard AP Config + AP Group > AP Group

® AC Config  wian | View Members
‘configuration
© AP Config Display all profiles. Configuration Mode!
AP Group % \mVAP Configuration
= WmRadio Management
AP Config B Regulatory Domain Profile defaul]
= WRadio 0
Radio Planning/ - - -
G Tt & [m2G Radio Profile defauit
+ Radio 1
Branch AP C
& + twRadio 2
+ mAP
Tunnel AP “ wWIDS
Profile
® Security
® QoS

© Cther Services

® Reliability

Data rate configuration 2.4GHz.

=]

Monitoring

Wireless LAN Airengineg700-M1

Device name:  AirEngine3700-M1 Configuration

® Config Wizard AP Config > AP Group > AP Group

® AC Config AP group wisn | v | View Members
configuration:
© AP Config Display all profiles. Configuration Model
AP Group * VAP Configuration
- @Radio Management
AP Config B Regulatory Domain Profile [default]
4 Radio 0
Radio Planning/ WrRadio
Calibration Fli Eacio)]
/66 Radic Profile defaull
Branch AP Sl S bl [t
Group + mRadio 2
“ wmar
Tunnel AP + mwios
Profile
® Security
® QoS

@® Other Services

® Reliability

Data rate configuration 5GHz.

® il
Diagnosis Maintenance
+2G Radio Profile: default - Display Reference Create
[RRPPV Pl Advanced Configuration
Radio type: 802.11ax -
Automatically disable radio: {OFF )
Meaning of Wi-Fi indicator («. signal strength  Service traffic
Channel switching
announcement:
> 80211n
<~ 802.11bg Rate Set
*Basic rate (Mbit/sy @
Al 11 Dz (s Cle s [ F1z (s [J2a (136 (48 [s4
*Supported rate (Mbit/s): (7]
Al (1 [z [Js [le [Js [J1 1z 18 [Fes M36 M4 (s
Mt/ I v
> 802.11ax
Agply
3] il
Disgnosis Maintenance
+5G/66 Radio Profile:  getault B Display Reference | | Create
Basic Configuration [N a o
Radio type: 802 11ax v

Automatically disable radio: (3773
Meaning of Wi-Fi indicator s Signal strength Service traffic
status:

Channel switching (
announcement

Channel switching

hing Stop traffic transmission

& Proceed with traffic transmission

Packet-based power
controk: @
RTS-CTS mode: * Riscts Disable
i Autonavigation roaming
Beacon interval (TUs): 100 beacon interval (TUs): 60
Gl mode: Short (= Normal Beamforming (orF]
e ) Default Enable Disable
Self-adaptive polarization
of agile antennas: @ ©
Reserved bandwidth ratio
CCA threshold (dBm): for VIP users (%) 20
A-MPDL: ( A-MSDU: © Default
- 802.11 Rate Set
Basic rate (Mbit/s; @
Al 16 [Je 12 [118 [#A2e [136 []a8 [154
Supported rate (Mbit/s): @
Al 16 (18 12 418 26 (436 a8 54
(Mbit/s): A v

Auto-save: Scheduled save Save

Auto-save: Scheduled save Save

Enable Disable

NOTE: The default data rate set will work just fine, however Ascom recommends disabling the lowest data
and having 12Mbps is set as lowest data rate.
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=)

Monitoring

Wireless LAN AirEngine9700-M1

Device name:  AirEngind700-M1 Configuration

® Config Wizard AP Confg » AP Group > AP Group
® AC Config APgroUp i v View Members
configuration:
) £DEiiy Display all profiles. Configuration Model
AP Group + VAP Configurstion
= lmRadio Management
AP Config [BiRegulatory Domain Profile [default)
+ WRadio 0
Radio Planning/ e
Calibration =T
5G/6G Radio Profile [default]
T
Group BRRM Profile [default)
IB Air Scan Profile [ascom-.]
Tunnel AP « tmRadio2
“ map
Profile p—
@ Security
® QoS
® Other Services
® Reliabilty

Ensure that WMM is switched on.

Wireless LAN Aitngnes700-41

Device name: AMEngne?700-M) Montoring Configuration
® Conlig Wizard P Conk 4 A2 o+ 8
D) Mg i v ViewNesbin
Kol Dischay o1 rofies Contiuation Model

AP Group Va» Cortiguration

AP Config

Ascom.
Radio Planning/
Calibeation @ Securiy Pretie aicom
e Prosie et
Brarch AP
Goines D Acsnmtication Peckle
D/5TA Blackfot A WAelat Proble
Tunesl AP
Protiie
DAtk Defense Profile
© Security CPE Tusnel Probie
B ksxommsonx

Xt + mpadio Mansgement
o "
9 Other Seices .

< wios

¥ Retiabikty

L

English ~

Sascom [

— Auto-save: Scheduiedsae | Save | [0 | © 2k
Diagnosis Maintenance = =
*5G/6G Radio Profile  detauit ~ | DisplayReference | | Create |

Basic Configuration Advanced Configuration

Radio type: 802.11ax -

Automatically disable radio: (373

Meaning of Wi-Fiindicator (s, Signal strength Service traffic

status:

Channel switening @

Channel switching Stop traffic transmission #) Proceed with trafic transmission

amnouncement mods:

Packet-based powier

controt @

e S Rscs () Disable

Beacon interval (TUs): 100 sttt 2]

Gl mode: short (@ Normal Beamforming @ o

Utmost pover. © Default  Enable  Disable

Self-adaptive polarization

of agile antennas: @ e

A threshold (dBm ;‘:fslf‘p'ﬁ‘.’s:‘z‘gg"d‘" e 5o

A-MPDU: (@ on ) AMEDU: ) Default Enable Disable
> 802.11a Rate Set
- 802.11ax
= Radio Environment Detection
WM

Restrict access of non-WMM
terminals: @
Engish = Zascom [
: i
Diagaosis Waintenance Adtoswe Suddedsave | S w o 7 ¢
VAP Prefie: Onplsy Refererce
() Prokie Description After povameters in 3 VAP profile ave configured, 3nd the VAP profie s bound 1 3 AP Droup ¢ AR virtual 5, s for STaa
Basic Configuration Sy —

sane @

Foewarding mode DesctDetat voive)  *

Service VAN « Single VLAY VLAN Poel Service VLAN & ' o

rrer——g Foicy dor sarce - 22

APy e v @ YOS i e A system o

Osccrreat reasosanon Disconnact asociation (@

STAS without tatc: @ o s vane G0 @

Anzmaticany dsante

o - @

Aowed AN

=ONS Secopeg @ Io« Eradle - l

VE intertace number
NS Snoosing. (cee ] Dound to LGRL
= Pasing the Conoect g2
Cornect @ P [+

Roaming

- Ensure Dynamic Flow Inspection (DFI) is set to Enable to match the default values in the i63.

- Disable Band steering.
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Wireless LAN st

Divice name: AirEngin

jineg700-M1

Monitoring Configuration

® Config Wizard

3 > AP Geoup » AP Group

© AC Config

AP group - ow Members.
ﬂ'-"‘?'?" wian View Memibe
© AP Config Display all profiles Configuration Model
AP Group = WVAP Configuraion
[ AscomintopOpen
AP Config
m
Radio Planning/ L ~
§ B Security Profie {ascom.
detaut)
ication Profile
BSTA lackist And Whitslist Profie
Tunnel AP BAc Praile
BuCC Profie
Profile BHotspot2 0 Prafle
B Attack Defense Profle
® Security BCPE Tunnel Braile
- 3 I} Ascomimtop X
s o Management
s < map
© Other Services -
+ WWIDS

Reliability

Disgnosis Maintenance

+SSID Profile: AscomintopPSK ~ | Display Reference

Create

English =

Muto-swe Scheduled save | Save cu

® Profile Description: SSIDs tworks for

SRS  Advanced Configuration

*s5ID: AscomintopPSK

Maximunm number of
sTas: -

o < Default Enable ) Disable

Disable non-HT terminal (G73~ @
access:

AP rame broadeast (5D

Roaming Configuration

(o]
e

Device-pipe synergy
roaming

Inter-AC Roaming:

* Inbound CAR Parameters

 Outbound CAR Parameters

> Admin Frame Expense Optimization
Power-Saving Configuration

 Scheduling Control Configuration

Apoly

STA, pi names are SSIDs. An SSID profile is mainly used to

o )

Hide SSID.

‘Action upon reaching

frrpide gl Reject new STA accessa ~

Assoiation timeaut
imin)

ID’HM interval. 2 ]

Ouerthe-de oFF }

Re-sssociation tmeaut |
intervalis}

- Ascom recommends a DTIM period of at least 2 but not higher than 5.

- Itis strongly recommended to use 802.11r Fast Roaming for enhanced roaming performance.

- Enable U-APSD.

=]

Monitoring

Wireless LAN airEngines700-m1

Device name:  AirEngineg700-M1 Configuration

@ Config Wizard AP Config > AP Group > AP Group

® AC Config AP group wian ~ | View Members
‘configuration:
9 (PEwiy Display all profiles Configuration Model
AP Group + VAP Configuration
~ [@Radio Management
AP Config B Regulatory Domain Profile [default
4 mRadio 0
Radio Planning/ S
Calibration =i
~ @5G/6G Radio Profile [default]
Branch AP == faefeutt
@ BRRM Profile [defaul]
Tunnel AP < mRadio 2
- A
Profile  mWIDS

® Security

® QoS

® Other Serviees
®

Reliability

Maintenance

* i Scan Profile:

ascom-5g v Display Reference

@ Profile Description: The air scan profile s used for radio calibration, spectrum analysis, WLAN device location, and Wireless Intrusion

Create

Qo 7

Zaon B

*

Englsh~  &ascom [
Auto-save: Scheduled save Save cu o 2?2 F
collection. An surrounding

@]
Country code channels

[ o]

Scanning
Probe channel set: #) Calibration channels

Channel scanning
interval (ms):

Voice optimization:

Working channels.

Scanning enhancement: (19

Channel scanning
duration (ms}:

Video optimization:

Apply

To enable 802.11K (neighbor reports) it is necessary to enable Scanning in Air Scan Profile (this is a per radio

setting).
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Engiish~  Sascom [

Wireless LAN AirEngineg700-M1

o ? Auto- Scheduled s: save c ? B
Device name: AitEngined700-M1 Monitoring Configuration Diagnosis Maintenance tomsave: seheduleg sve °
® Config Wizard AP Info AP Whitelist AP Blacklist AP Neighbor Relationship AP Type
® AC Config AP List
© AP Config @ Ciick the 4P ID to access the AP Customized Settings page.
Modify AP Configuration || BatchModify || Add || Replace || Delete || AddtoBlackist || Biink || Deleteal aps || Refresh || Export APID - )
AP Group
APID s AP MAC AP Name » AP _ s | IPAddress Type & Version Serial M. STA Qua.. » | Login Period « WLAN Acce... » | Longitude, Lat.. « | Scenario Status
AP Config mo 7817-becg-3670 5760-cutside wian 1030169161 AIrEngines7e0-51  V200R022CTOSPCI0.. 2102353GE.. 0 24D1HTM21S @ normal
ORI W1 ssecersan0 s760-inside wn 10301697160 AMEngineS7E0-51  VZ0OROZ2CTOSPCIO.. 2102353GE... 15 3D7HZM23S @ romal
alibration
Branch AP
Group 0 - Total recordis2 B
Tunnel AP
> Non-authorized AP List
Profile
® Security
® Qos
® Other Services
® Reliability
Engish - Bascom [
i AirEngineg700-M1
Wireless LAN AirEngine . Auto-save: Scheduled save | Save u © 7 ¢
Device name: AirEngineg700-M1 Monitoring Configuration Diagnosis Maintenance

® Config Wizard

orfig > AP Info > AP Ce

Settings

© AC Config e @ Profle Description: Radio profiles are used to optimize radio parameters, and control the in-service channel switching function. Radio profiles are divided into 26 and SG/6G radio profils, which apply to 24 GHz and
© AP Config ) AP name Radiio 1 Settings(56)
1 s760-side
AP Group [N A\dvanced Configuration
Display allprofiles Configuration Model
AP Config Workingstatus: # Follow (AP group: ON) ) OFF
+ VAP Configurstion
Radio Plannin
d 9/ igRadio Management Werking mode: Follow (AP group: Norm | ~
Calibration i
A [BiRegulatory Demain Profile i
rancl utomatic power (&) Follow (AP group: OFF) | OFF ( ON . il ~
@ + [mRadiod optimization: GRS Foll @
@ lwRadiol Automatic channel 4 Follow (AP group: OFF)  OFF | ON Channel: 20M~ 4w v @
Tunnel AP + mRadic2 optimization
o wap Automatic bandwidth .~ Follow (AP group: OFF) & OFF ~ ON
o optimization
g Data calibration: + Follow (AP group:ON)  OFF | ON @ 50 calibration + Follow (AP group: ON) () OFF (| ON
® Security .
ntenns gin olloy WOS/Mesh bridge |z
. SRy | distance (0.1km) Fl
® Qos
Spectrum analysis: (¢ Follow (AP group: OFF) ON
® Other Services )
Full-channel monitor: * Follow (AP group: OFF) ON
® Reliabiity
> wiDs
Agply

Specific radio configuration.

Note that Tx power level and channel was manually set for test purposes. A typical setup will rely on the Global
setting for channel and power configuration.

Ascom recommends only using channel 1, 6 and 11 for 802.11b/g/n. For 802.11a/n/ac use channels according to the
infrastructure manufacturer, country regulations and per guidelines below.

General guidelines when deploying Ascom i63 handsets in 802.11a/n/ac environments:

1. For environments not utilizing 802.11k Neighbor Report - Enabling more than 8 channels will degrade
roaming performance. In situations where UNII1 and UNII3 are used, a maximum of 9 enabled
channels can be allowed. Ascom does not recommend exceeding these limits unless 802.11k is in use.

2. Ascom does support and can coexist in 80MHz channel bonding environments. The recommendation
is, however, to avoid 80 MHz channel bonding as it severely reduces the number of available non-
overlapping channels.

3. Make sure that all non-DFS channels are taken before resorting to DFS channels. The handset can
cope in mixed non-DFS and DFS environments; however, due to “unpredictability” introduced by radar
detection protocols, voice quality may become distorted and roaming delayed. Hence Ascom
recommends, if possible, avoiding the use of DFS channels in VoWi-Fi deployments.
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Ascom i63 Network settings

& Edit pararmeters for 3010 %
Device type: |i63 Messenger
B-| | Metwork Name vl
# General Metwork name PSK e
-4 Network A
¥ rictwork B DHCP mode On e
. Frequency band 5 GHz e
- 4 Network C
- # MNetwork D =SID AscomIntopPsK e
-] Device ’ Security mode WPAMPA2Personal (2]
- Au;io Passphrase B o
B-| | Location 5 GHz channels UNII-1, UNIT-2, UNIT-3 e
G- | VoIP Advanced 802,11 channels e
; - se 302, 11k neighber list Yes e
#-| | Customization ;
B | Services Regulatory domain World mode (802. 11d) e
@ | Push-To-Tak L Ox2E (46) - Expedited Forwarding e
B | Headset [P DSCP for signaling 0x14 (26) - Assured Forwarding 31 e
Bl | User Profiles [TSPEC Call Admission Control Automatic e
G- | System Profiles Roaming method Fast BSS Transition (FT) e
G- S:c:rtcuts A-MPDU packet aggregation an -9
& | Bluetooth Deauthenticate on roam Mo e

ok | Cancel

Network settings for WPA2 — PSK.

e  Make sure that the enabled channels in the i63 handset match the channel plan used in the system.

e  802.11k neighbor list will improve roaming performance especially when the number of channels in the
system exceeds the 9 non-DFS channels.

Note. FCC is no longer allowing 802.11d to determine regulatory domain. Devices deployed in the USA must set
Regulatory domain to “USA”.
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.ﬁ Edit parameters for 9010

Device type: |i63 Messenger

IP DSCP for signaling
ITSPEC Call Admission Control Automatic

R oaming method Fast BSS Transition (FT)
A-MPDU packet aggregation On

Deauthenticate on roam Mo

Ox1A (26) - Assured Forwarding 31

B | MNetwork | Name Value
G
: e Network name MSCHAP (7]
’ DHCP mode On e
# Network B
* Network C Frequency band 5 GHz 2]
- 551D AscomIntop 1X
---- P = twork D , Ascamentop Wt e
217 Device Security mode WPAZ-Enterprise 2]
& i EAP method PEAP-MSCHAPY2 e
) EAP authentication identity testuser ©
[~ | Location L
EAP authentication password R e
G- _y VoIP EAP anonymous identity 2]
g g:rs‘::uc:lszaton EAP dient certificate Mone e
5 Push-To-Tak EAP server certificate validation Yes 2]
5 GHz channels UMIT-1, UMIT-2, UNII-3 e
[~ | Headset
Advanced 802. 11 channels 2]
E-| | User Profiles - ) .
1 System Profiles |Jse 802, 11k neighbar list fes e
B 5:ortcuts Regulatory domain World mode (802, 11d) 2]
IP DSCP for voice 0x2E (46) - Expedited Forwarding e
[~ | Bluetooth
€
e
€
e
2]

oK ||Cam:e|

Network settings for .1X authentication (PEAP-MSCHAPV2).
e  Make sure that the enabled channels in the i63 handset match the channel plan used in the system.

e  802.11k neighbor list will improve roaming performance especially when the number of channels in the
system exceeds the 9 non-DFS channels.

i Ascom Device Manager - O 'Y
File Device Number App Template License Options Help
) oeviees NOMEERS () aees  [E] Tewplates P ucenses
Device types: Search for: | | in: | Description ~ | showal
Desmphnn Number Device type Parameter definition Device ID DECT Ma... DeviceIn... Online Status Saved lastlogin  Lastrunt..
63 Messenger - - — v B = .
9011 i63 Messenger oK 00013 New... v Synchronized " 2023-05-17... PBX
3012 163 Messenger OK 00013 Edit parameters v Synchronized v 2023-05-17... PBX
9013 63 Messenger oK 00013 ) . v Synchronized v 2023-05-17... PEX
9014 i63 Messenger oK 0001 Edit description Vs Synchronized o 2023-05-17... PBX
9015 63 Messenger oK. 000 Manage Certificates v Synchronized 2023-05-17... PBX
9015 163 Messenger oK 000 Cory Synchronized v 2023-05-01... PBX
Rename...
Export...
Save
Delete

802.1X Authentication requires a CA root certificate to be uploaded to the phone by “right clicking” -> Manage
Certificates.

Note that for TLS both the root and client certificate need to be uploaded to the phone.
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Appendix B: Detailed Validation Records

Pass 20
Fail

Comments 7
Not verified 3
Total 30

Contact your Ascom supplier for additional information about interoperability and test results.

Document History

Rev | Date Author Description
D1 2023-05-10 NLRPa Draft version for internal review.
P1 2023-06-07 NLRPa Minor changes after peer review.

Interoperability Report
Ascom i63 — Huawei

Date
2023-05-10

Page
18/18




WLAN TR

		

				WLAN Interoperability Test Report																		WLAN configuration:

																						Beacon Interval: 100ms

				Test object - Handset:																		DTIM Interval: 5

						Ascom i63 v4.0.0																802.11d Regulatory Domain: XX

				Test object - WLAN system:																		WMM Enabled (Auto/WMM)

						Huawei - AirEngine 9700-M1																No Auto-tune

						v. V200R022C10SPC100				Airengine 5760-51												Single Voice VLAN

										2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz

						Test Case		Description		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Comment

				TEST AREA ASSOCIATION / AUTHENTICATION

						#101		Association with open authentication, no encryption		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#107		Association with WPA2-PSK authentication, AES-CCMP encryption		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		Hidden SSID validated. 802.11r association veriefd OK

						#110		Association with PEAP-MSCHAPv2 auth, AES-CCMP encryption		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		Radius - Freeradius, Root Certificate loaded on handset				FAIL

						#116		Association with EAP-TLS authentication		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		Radius - Freeradius, Root and Client Certificate loaded on handset

						#120		Association with WPA3-SAE		See Comment		See Comment										Not supported on i63

						#121		Association with WPA3-Enterprise		See Comment		See Comment										Not supported on i63

				TEST AREA POWER-SAVE AND QOS																				PASS

						#150		802.11 Power-save mode		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED				FAIL

						#151		Beacon period and DTIM interval		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		DTIM 1,2, and 5 - 100Tu period		NOT TESTED

						#152		802.11e U-APSD		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED				See Comment

						#202		WMM prioritization		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		UL/DL QoS priority tagging verified. Iperf used to generate background load without noticeable degeneration of voice quality.

				TEST AREA "PERFORMANCE"

						#308		Power-save mode U-APSD – WPA2-PSK		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		tested with mix of clients

						#310		CAC - TSPEC		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

				TEST AREA ROAMING AND HANDOVER TIMES

						#401		Handover with open authentication and no encryption		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#404		Handover with WPA2-PSK auth and AES-CCMP encryption		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		PSK an/ac: 46ms, bgn: 67ms | FT an: 40ms, bgn: 47ms (Average)

						#408		Handover with PEAP-MSCHAPv2 authentication and AES-CCMP encryption		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		an/ac: 46ms, bgn: 56ms

						#411		Handover using PMKSA and opportunistic/proactive key caching		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		Same as #408

						#413		Re-Association with 802.11r		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		802.1X + FT an: 44ms, bgn: 68ms (Average)

						N/A		Handover using WPA3-SAE		See Comment		See Comment										Not supported on i63

						N/A		Handover using WPA3-Enterprise		See Comment		See Comment										Not supported on i63

				TEST AREA BATTERY LIFETIME

						#501		Battery lifetime in idle		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#504		Battery lifetime in call with power save mode U-APSD		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

				TEST AREA STABILITY

						#602		Duration of call – U-APSD mode		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		>1hrs stable call without interruption,

				TEST AREA 802.11n

						#801		Frame aggregation A-MSDU		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		Up and Downlink tested

						#802		Frame aggregation A-MPDU		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#804		40Mhz channels		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#805		802.11n rates		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#806		802.11ac rates		See Comment		See Comment		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		Not possible to disable a/n rates on Controller

						#808		Channel usage controlled by 802.11k		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#809		Network features controlled by 802.11v		See Comment		See Comment		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		Not supported by i63

						#124		Association with Protected Management Frames 802.11w		PASS		PASS		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		Huawei does not support 802.11w with 802.11r enabled.





