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Introduction

This document describes a summary of the interoperability validation results of the Ascom and Meraki’s platforms,
furthermore it provides the necessary steps and guidelines to optimally configure the respective platforms. This
report should be used in conjunction with configuration guides from both Meraki and Ascom.

About Ascom

Ascom is a global solutions provider focused on healthcare ICT and mobile workflow solutions. The vision of
Ascom is to close digital information gaps allowing for the best possible decisions — anytime and anywhere.
Ascom’s mission is to provide mission-critical, real-time solutions for highly mobile, ad hoc, and time-sensitive
environments. Ascom uses its unique product and solutions portfolio and software architecture capabilities to
devise integration and mobilization solutions that provide truly smooth, complete, and efficient workflows for
healthcare as well as for industry, security, and retail sectors.

Ascom is headquartered in Baar (Switzerland), has operating businesses in 19 countries and employs around 1,400
people worldwide. Ascom registered shares (ASCN) are listed on the SIX Swiss Exchange in Zurich.

URL: http://www.ascom.com

About Meraki

We create 100% cloud managed IT that simply works

Technology can connect us, empower us, and drive us. At Cisco Meraki, we believe that by simplifying powerful
technology, we can free passionate people to focus on their mission and reach groups previously left in the
darkness.

Founded in 2006, Meraki has grown to become an industry leader in the IT space, with over 500,000 customers
and several million network devices and counting online around the world. Our comprehensive set of solutions
includes wireless, switching, security, communications, EMM, and security cameras, all managed through Meraki’s
web-based dashboard interface. This allows customers to seize new business opportunities and reduce
operational costs.

URL: http://meraki.cisco.com
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Summary

General conclusions

The steps of Ascom interoperability verification produced satisfactory results regarding most test areas, including
authentication, stability, roaming, QoS, and power-save related areas.

To accomplish optimal roaming performance, it is recommended to enable Fast Roaming (802.11r/FT) when using
WPA3-Personal or 802.1X based authentication.

Please refer to the “Known limitations” section for details.

Compatibility information

Access point models have been selected in dialogue with Meraki (MR44, MR46, CW9162 and CW9166). By testing
these models as our baseline, we are considered to cover listed Meraki access points based on chipset
compatibility.

Supported Partner Access Points with SW version MR30.7:

Wi-Fi 6 (802.11ax):

MR36
MR44
MR46 / MR46E
MR56
MR76
MR78
MR86

Wi-Fi 6E

CW9162
CW9163E
CW9o164
CW9166
CW9166D1
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Feature overview

WLAN Compatibility and Performance

High Level Functionality Result Comments

Association, WPA2-PSK / AES Encryption OK

Association, PEAP-MSCHAPv2 Auth, AES Encryption OK

Association with EAP-TLS authentication OK

Association, Multiple ESSIDs OK

Beacon Interval and DTIM Period N/A* DTIM Period =1, cannot be
changed in Web GUI

PMKSA Caching OK

WMM Prioritization OK

WPA2-opportunistic/proactive Key Caching OK

802.11e U-APSD OK

CAC — TSPEC N/A Not supported by WLAN
infrastructure

Roaming, WPA2-PSK, AES Encryption OK Typical roaming time 33ms

Roaming, WPA2-PSK, AES Encryption, 802.11r/FT OK Typical roaming time 24ms

Roaming, PEAP-MSCHAPv2 Auth, AES Encryption OK Typical roaming time 37ms
(OKC enabled by default on
WLAN infrastructure)

Roaming, PEAP-MSCHAPvV2 Auth, AES Encryption, 802.11r/FT OK Typical roaming time 28ms

Roaming, WPA3-SAE authentication, AES encryption OK Typical roaming time 104ms

Roaming, WPA3-SAE authentication, AES encryption + FT OK Typical roaming time 33ms

Roaming, WPA3-Enterprise + FT OK Typical roaming time 40ms

Channel usage controlled by 802.11k Ok

Association with Protected Management Frames 802.11w OK*

*) Refer to the section “Known Limitations” in this report.

Average roaming times are measured using 802.11a/n/ac. Please refer to Appendix B for detailed test results
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Known limitations

Description and Consequence

Workaround

Ticket(s) raised

Meraki advertises a DTIM Period of 1, which may increase the
battery consumption of the Ascom i63 in idle mode.

No workaround available.
DTIM Period =1 cannot be
changed in Web GUI.

WPAZ3 Enterprise 192-bit mode is not supported by handset
hardware.

No workaround available.

For additional information regarding the known limitations please contact interop@ascom.com or

support@ascom.com.

For detailed test results, refer to Appendix B: Interoperability Verification Records.
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Appendix A: Test Configurations

Meraki Cloud-Managed Wi-Fi platform MR 30.7

In the following chapter you will find screenshots and explanations of basic settings to get a Meraki WLAN system
to operate with an Ascom i63 handset. Please note that security settings were modified according to requirements
of individual test cases.

General settings (SSID, Authentication, Radio and QoS)

Q) Search Dashboard

%+ Global Overview Create Network View old version

Keep up with the latest in Cloud Monitering for Catalyst New

4+ Organization To monitor Cisco Catalyst wireless devices, claim an eligible wireless LAN controller into your inventory. For more, check out the
Ascom Nederland BV. + Catalyst wireless onboarding guide. 7

To monitor Cisco Catalyst switches, use the Catalyst switch onboarding app. For mare, check out the Catalyst switch onboarding guide. &

3| Metwork
| Meraki Ascom Interop ~ Set up network
Networks provide a way to logically group, configure, and monitor devices. This is a useful
Network-wide way to separate physically distinct sites within an Organization.
= Switching Network name
[ Meraki Ascom Interop |
= Wireless

Network type ©
[ Combined hardware v

Organization

Network configuration
(@) Defauit Meraki configuration

O Bind to template®

() Clone from existing network

Select devices from inventory
Choose the devices in your inventory youd like to add to this network.

Q Search available invantory = Filters 4 results

Serial number Model Type MAC address Order number Claimed on [=]
Q2KD-BYXM-TA29 MR42 Wirgless  88:15:44:3C:6C:80  4C2279750 7/30/2024, 5:40:03 AM
QBAC-WUW3-WSKW  MR46 Wirsless  2c:3f:@0:f3:78:2e  4C4319198 11/11/2022, 9:47:34 AM
Q3AL-FYVB-MHLJ MR44 Wircless  f8:9e:28:73:df:da  4C4319198 11/11/2022, 7:48:23 AM
QSAH-GYAA-XTCA CW916601 Wireless 68:49:92:7a:1c:de 4/26/2024, 2:39:03 PM

<E])

Network > Create a new network

- Define Network Name
- Optional: Define Network Type
- Add devices

- Create network

Please refer to Meraki’s documentation on how to create a hierarchy of organizations, networks, and the
concept of claiming to an inventory. Only after the latter devices can be added to networks.
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Q, Search Dashboard

«%» Global Overview General
I Network name Meraki Ascom Interop
4>  Organization Network enroliment
Ascom Nederland B.V. + string
This unigue identifier can be used for endpoint enroliment and easy
access through the Meraki endpoint page or the Self Service Portal
% (s Preview of Self Service Portal URL

Meraki Ascom Interop v
hitps:/iportal meraki.comiyour-enroliment-string-sm

.- Network-wide Please note that changing this field may cause existing bookmarks to

break. All networks that are part of this combined network will have their

e enroliment string appended by -netwark_type’
Switching S 4 VP

MNetwork notes @
= Wireless

. o —
Organization Country/Region @ Netherlands -

uanual enforcement Revert network to auto-detection

options @
Regulatory domain CE
Local time zone Europe - Amsterdam (UT... =

Network-Wide > Configure > General

- Network Name defined in previous step
- Set Country/Region (Regulatory Domain inferred from this setting)
- Set the Local Time Zone

- Remember to save settings

NOTE: All other parameters were left at their defaults throughout testing.

Q_ Search Dashboard

View old versi
& Global Overview  ——
Access Points
o> | Organization Overview List Health Map Connection log
Ascom Nederland B.V. -

@ Rrecommendations from Network Like Yours reduce latency by up to 40% Run diagnostics

_ Network
"/ MerakiRvdP v

0 offiine o 0 Alerting o 2 online (] 0 Repeaters 1)
> Network-wide

B Switching
Q Search = Filters 2 results
% Wireless
Status Name MAC address Connectivity (UTC+1) Serial number Local IP @
2 Clusnizatioe MR46 - 2¢:31:0b:f3:70:2e 2c:3f:0b:f3:70:2e S Q3AC-WUW3-WSKW 10.30.174.55
© MR44 - {8:9e:28:73:df:d0 8:9e:28:73:df:de —— Q3AL-FVV8-MHLJ 10.30.174.49
Wireless > Monitor > Access Points
- Add AP’s to the network (if not already done when creating network)
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List of all configured SSIDs

Q, Search Dashboard

+«{» Global Overview Configuration overview
SSIDs. Showing 4 of 15 S5IDs. Show all my SSIDs.
4+ | Organization MerakilntopPSK Merakilntop1X MerakilntopWPA3 MerakilntopWPA3-1X
Gl SR cs © Enabled
Name rename rename rename rename
Access control edit settings edit settings edit settings edit settings
N Encryption PSK (WPAZ) 802.1X with custom RADIUS PSK (WPA3-SAE) 802.1X with custom RADIUS
B3 -
? Meraki Ascom Interop Sign-on method None None MNone None
Bandwidth limit unlimited unlimited unlimited unlimited
R Client IP assignment Local LAN Local LAN Local LAN Local LAN
Network-wide
Clients blocked from using LAN no no no no
o o Wired clients are part of Wi-Fi network no no no no
—| i VLANtag @ n/a n/a nfa n/a
Tunnel Disabled Disabled Disabled Disabled
% Wireless
. Splash page
Splash page enabled no no no no
. e
Organization Splash theme nfa nfa nfa nfa

Save Changes | or cancel

{Pleass sllow 1-2 minutes for changas to take effect)

Wireless > SSIDs
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WPA2 PSK (Personal)

Q, Search Dashboard

£

*

L)

Global Overview

QOrganization
Ascom Nederland B.V. ~

Metwork
Meraki RvdP

Network-wide

Switching

Wireless

Organization

Access control

SSID

MerakilntapPSK -

Basic info

SSID (name) MerakilntopPSK

[] Hide 5SID

Security  weaz psk configured

Open (no encryption)
Any user can associate

Opportunistic Wireless Encryption (OWE)
Any user ean associate with data encryption

Disabled

Password
Users must enter this key to associate: @

R @

MAC-based access control (no encryption)
RADIUS server is queried at association time

Enterprise with
Meraki Cloud Authentication ~

User credentials are validated with 802.1X at association time

Identity PSK with RADIUS

RADIUS server is queried at association time to obtain a passphrase for a device based on

its MAC address

Identity PSK without RADIUS
Devices are assigned a group policy based on its passphrase

Enabled (allow unsupported clients)

Reguired (reject unsupported clients)

WPA encryption @ WPAZ only -
802111 © © Enabled
Adaptive
Disabled
8021w &
© Disabled (never use)
Mandatory DHCP

Wireless > Configure > Access Control

Select SSID from the drop-down

Enter the SSID (name)

Disabled

Under Security Select Password and enter WPA2 Pre-shared Key (PSK)

Remember to enable SSID.
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Q. Search Dashboard

N Al Overe Security  weaz psk configurad .
.O. jobal Overview

© Disabled (never use)

Organization

* Mandatory DHCP
Ascom Nederland B.V. 4 Disabled
71 Network Splash page none >
e .
: Meraki RvdP ~
. RADIUS N
<, Network-wide
2= Switching Client IP and VLAN  &ridge mode v
< Wireless Meraki AP assigned (NAT mode)
Clients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannot communicate
®  Organization with each other, but they may communicate with devices on the wired LAN if the SSID

firewall settings permit.

O External DHCP server assigned

Meraki devices operate transparently [do not perform NAT or DHCP). Wireless clients will
receive DHCP leases from a server on the LAN or use static IPs. Use this for wireless clients
requiring seamless roaming, shared printers, and wireless cameras.

Tunneled

["] Layer 3 roaming

RADIUS guest VLAN ®

Bonjour forwarding
Bridge mode and layer 3
roaming only

Enabled

VLAN tagging @ Disabled ¥

Asslgn group policies by Enabled
device type
|\ Looking for Wireless options? Per-SSID band and bitrate settings have moved to the Radio Go to Radio Settings

~ Settings page.

Cancel

{Please allow 1-2 minutes for changes to take affect )

Wireless > Configure > Access Control (step 2)

- Select External DHCP server and Bridge Mode, should clients need to receive leases from a DHCP server
on the LAN.
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WPA2 802.1X (Enterprise)

Q, Search Dashboard

«» Global Overview

Organization
Ascom Nederland B.V. ~

-”»

.r.| Network
Meraki RvdP ~

% Network-wide
&= Switching

Wireless

o),

Organization

Access control

SSID
Merakilntop1X -
Basic info
SSID (name) Merakilntop1X I
S5ID status Enabled Disabled

[] Hide SSID

Security WPAZ Enterprise with 1 RADIUS server

Open (no encryption)
Any user can associate

Opportunistic Wireless Encryption (OWE)
Any user can associate with data encryption

Password
Users must enter a passphrase to associate @

MAC-based access control (no encryption)
RADIUS server is queried at association time

© Enterprise with
my RADIUS server =

User credentials are validated with 802.1X at association time

Identity PSK with RADIUS

RADIUS server is queried at association time to obtain a passphrase for a device based on
its MAC address

Identity PSK without RADIUS
Devices are assigned a group pelicy based on its passphrase

Wi-Fi Personal Network (WPN) @ Enabled Disabled

WPA encryption @ WPAZ only ~
80211r® © Enabled
Adaptive
Disabled
8021w & Enabled (allow unsupported clients)

Required (reject unsupported clients)

© Disabled (never use)

Mandatory DHCP Enabled Disabled

Wireless > Configure > Access Control

- Select SSID from the drop-down

- Enter the SSID (name)

- Under Security Select “Enterprise with” and select “my RADIUS server” (unless the internal server is used)

- Remember to enable SSID.

Interoperability Report

Ascom i63 — Meraki Cloud-Managed Wi-Fi, MR 30.7

Date
Nov-2024

Page
13/25



b Meraki

Q, Search Dashboard

#.¢ Global Overview

Organization
Ascom Nederland B.V. +

®

1 Metwork
*° Meraki RvdP

<% Network-wide
&= Switching

Wireless

D)

Organization

RADIUS 1 rapius server v
RADIUS servers
Auth .
# HostIPor FQDN port Secret RadSec @ Test Actions
o1 10.3010745 1812 assssassssase O .
Add server 3 max.
RADIUS accounting servers
# HostIP or FQDN Acctport  Secret RadSec @ Actions
You have no servers defined
Add server 3 max.
] RADIUS testing @
] RADIUS Coh support @
[} RADIUS prexy €
RA[]\US attribute L] Filter-1d -
specifying group policy
name
Advanced RADIUS settings
(NAS ID, Called-station-iD, RADIUS timeout, retry count, fallback, EAP timers)
Client IP and VLAN Bridge mode ~

Meraki AP assigned (NAT mode)

Clients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannot communicate
with each other, but they may communicate with devices on the wired LAN if the SSID

firewall settings perrit

© External DHCP server assigned

Tunneled

Meraki devices operate transparently (do not perform NAT or DHCP). Wireless clients will
receive DHCP leases from a server on the LAN or use static IPs. Use this for wireless clients
requiring seamless roaming, shared printers, and wireless cameras

] Layer 2 roaming

Wireless > Configure > Access Control (step 2)

- Define a RADIUS server

- Select External DHCP server and Bridge Mode, should clients need to receive leases from a DHCP server

on the LAN.
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WPAS3 PSK (Personal)

+» Global Overview

4 Organization
Ascom Nederland BV, ~

e Network

"7 Meraki Ascom Interop
<+ Network-wide

&= Switching

= Wireless

#*  Organization

Access control

S3lD

MerakilntopWPAZ -

Basic info

SSID (name)

MerakilntopWPAZ

351D status

Enabled Disabled

[ Hide 55D

Security  weas SAE configured

Open (na encryplion)
Ay User can associale

Opporlunistic Wireless Encryplion (OWE)

Any user can associalte with data encryplion

(1 Search Dashboard

Passwaord
Usars must enter this key 1o associala: @

sesvesone @&

MAC-based access contral (no encryplion)
RADIUS server is gueried al assecialion Lime

Enterprise with
Meraki Cloud Authentication -

User credentials are validated with BDZ1X at association time

Identity PSK with RADIUS
RADIUS server is gueried at associalion lime Lo oblain a passphrase for a davice
based onits MAC address

ldentity PSK withoul RADIUS
Devices are assigned a group policy based on ils passphrase

WPA encryption € WPAZ only -

80Z11r e QO Enabled
Adaptive
Disabled

8021w 6 Enabled (zllow unsupported clients)

O Fequired (reject unsupported clients)

Dizabled |never use)

Mandatory DHCP

Wireless > Configure > Access Control

- Select SSID from the drop-down

- Enter the SSID (name)

- Under Security select Password and enter a password.

- Select WPA3 only as WPA encryption method

- Select Enabled for 802.11r to enable Fast Transition.

- Remember to enable SSID.
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Q Search Dashboard

% Global Overview Access control
Ss10
MerakiintopWPA3 -

o>  Organization
Ascom Nederland BV. v

Basic info >
-3t Network
“*" Meraki Ascom Interop v Security wpa3 SAE configured >
&5 twork-wit
) Hethodc e Splash page  none >
&= Switching

RADIUS >
= Wireless

Client IP and VLAN  Eridge mode v

®  Organization

Meraki AP assigned (NAT mode)

Chients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannol
communicate with each other, but they may communicate with devices on the
wired LAN if the SSID firewall settings permit.

© External DHCP server assigned

Meraki devices operate transparently (do not perform NAT or DHCP). Wireless
clients will receive DHCP leases from a server on the LAN or use static IPs. Use
this for wireless clients requiring seamless roaming, shared printers, and wireless
cameras.

- Tunneled

[] Layer 3 roaming

RADIUS guest VLAN ©

Bonjour forwarding
Bridge mode only

Enabled

VLAN tagging @ Disabled 5
Assign group policies Enabled
by device type L
Looking for Wireless options? Per-SSID band and bitrate settings have moved o Go to Radio Settings

' the Radio Settings page.

Cancel

[Please siow 1-2 minutes for changes Lo take effect}

Wireless > Configure > Access Control (step 2)

- Select External DHCP server and Bridge Mode, should clients need to receive leases from a DHCP server
on the LAN.
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WPAS3 802.1X (Enterprise)

h Dashboard
42 Global Overview Access control
5210
o | Organization MerakilntopWPAS-TX -
Ascom Mederland B.W. «
Basic info b
o | Memwork 22D (name) MerakilnlopVPAZ-1X
: Meraki Ascom Interop
S5ID status Enabled Disabled
{,r Network-wide
[ Hide s3I0
&=  Switching
=  Wireless Security
*  Organization

WRAT Enterprise with 1 RADILIS sarwear

Opan (no encryption)

.‘\njf User can associate

Opportunistic Wirskess Encryptian [OWE)

Ay user can associate with data encryption

Password

Users must enter a passphrase to associate a

MAC-bzsed access control {ne encryption)
RADIUS server is queried at association time

Enterprize with

my RADMUS server -

User credentials are validated with 021X at association time

Identity PSK with RADIUS
RADIUS server is queried at association time to obtain a passphrase for a device based on its
MAC address

ldentity PSK without RADIUS

Devices are assigned a group policy based on its passphrase

Wi-Fi Personal Network (WPNI &

Enabled Disabled
WPA encryption & WPAZ only -
30211r @ O Enabhed
Disabled
2021w @ Enabled (alow unsupperted chents
O Reguired (reject insupporied clients
Disalbled (never b,
Mandatory DHCP

Wireless > Configure > Access Control
Select SSID from the drop-down

Enter the SSID (name)

Under Security Select “Enterprise with” and select “my RADIUS server” (unless the internal server is used)
Select WPA3 only as WPA encryption method

Select Enabled for 802.11r to enable Fast Transition.
- Remember to enable SSID.
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Search Dashboard

&+ Global Overview RADIUS 1 RADIUS server w

RADIUS servers

& | ‘Organization
Ascom Nederland B.V. « #  Host P or FODN Authport  Secret RadSec @ Test Actions
| 10.30474.2 a1z rerasasaranan O -
& Hetwaork
“*7 Meraki Ascom interop v Add server 3 max.

<+ Metwork-wide

=  switching RADIUS accounting sarvears

Wireless #  Host [P or FODM Aoct port Secret FadSec @ Actians

o ‘fou have no servers defined
*  Organization

Add server 3 max.

[] RADIUS testing &
] RADIUS CoA suppart @&
[] Dashboard RADIUS proxy €

RADILE attribute e
specifying group policy
nams

Filter-1d -

Advanced RADIUS settings

INAS T, Cakieg-staticn-ID, RAIVUS timeout, reiny count, faltack, EAP timers| >

Client IP and VLAN  gridge mode -

Meraki AP zssigned (MAT mods}

Clients receive IP addresses in an isclated 10.0.0.0/8 network. Clients cannot communicate with
each other, but they may communicate with devices an the wired LAMN if the SSI0 firewall
settings permit.

© External DHCP server assigned
Meraki devices operate transparently (do nat perfarm MAT or DHCPL Wireless clisnts will receine
DHCP leases from & server on the LAM or use static IPs. Use this for wireless clients requiring
seamless roaming, shared printers, and wireless cameras.

Bridged Tunneled

[] Layer 2 roaming

Wireless > Configure > Access Control (step 2)

- Define a RADIUS server

- Select External DHCP server and Bridge Mode, should clients need to receive leases from a DHCP server
on the LAN.
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Data Rate Configuration

2.4Ghz radio settings

General 2.4GHz 5GHz

<2 Global Overview

2.4 GHz radio settings
arm Turn off 2.4 GHz radie See band selection above.
o+ | Organization
Ascom Nederland B.V. ~
Channel assignment methed Unless manually overridden, AutoChannel will assign radios to channels 1, 6, or 11.

Change channels used by AutoChannel..

| Network Radio transmit power range
- Meraki RvdP v (@Bm) Transmit shorter distance Transmit farther

Network-wide

= Sswitching Set RX-SOP...
% Wireless Minimum bitrate

Lower Diensity Higher Density

EC i
*  Organization 2 - 2 s 2 = = =
802.11b devices not supported

Wireless > Radio settings > RF profiles > Basic Indoor Profile

- Select Minimum bitrate: 12 Mbps

5Ghz radio settings

deb' Meraki

General 2.4GHz 5GHz

«Js Global Overview

5 GHz radio settings

Turn off 5 GHz radio See band selection above.

Channel width Manual

Organization
Ascom Nederland B.V. v

»

<5+ Network
"2 MerakiRvdP v
Channel assignment method Unless manually overridden, AutoChannel will assign radios to channels with low interference.
Network-wide Change channels used by AutoChannel...
&=  Switching Radio transmit power range
(dBm) Transmit shorter distance Transmit farther
3 o O
o Wireless s "o " 1
®  Organization
Set RX-SOP...

Minimum bitrate
Lower Density Higher Density

O

802.11b devices not supported

Wireless > Radio settings > RF profiles > Basic Indoor Profile

- Select Minimum bitrate: 12 Mbps

NOTE: Ascom recommends disabling the lowest transmit rates and that 12 Mbps is the lowest basic rate.

These settings served as our baseline throughout most of the testing.

Take note of that TX power levels and channels were set manually for testing purposes. A typical setup will rely
on global settings for channel and power configuration.
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General guidelines when deploying Ascom i63 handsets in 802.11a/n/ac/ax environments:

1. For environments not utilizing 802.11k Neighbor Reports, enabling more than 8 channels will degrade
roaming performance. In situations where UNII1 and UNII3 bands are used, a maximum of 9 enabled
channels can be allowed. Ascom does not recommend exceeding these limits unless 802.11k is in use.

2. Ascom does support and can coexist in 80MHz channel bonding environments. The recommendation
is however to avoid 80 MHz channel bonding as it severely reduces the number of available non-
overlapping channels.

3. Make sure that all non-DFS channels are taken before resorting to DFS* channels. The handset can
cope in mixed non-DFS and DFS environments. However, due to the “unpredictability” introduced by
radar detection protocols, voice quality may become distorted and roaming delayed. Hence Ascom
recommends, if possible, avoiding the use of DFS channels in VoWIFI deployments.

*) Dynamic Frequency Selection (radar detection)
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Ascom i63 v 6.0.0 Network settings
WPA2-Personal (PSK) Network Settings

@ Edit parameters for 9015 X
Device type: ‘iﬁl’n Messenger
|} Network Name Value
- @ General
@ Network A Metwork name PSK e
(= W=twork B DHCP mode on (2]
L@ Network C sy 5GHz e
i NetworkD 551D MerakilntopPSK e
Device Security mode WPAWPAZ-Persanal e
Audio Passphrase ~ eesseees e
Location 5 GHz channels UNII-1 e
VoIp Advanced 802, 11 channels e
Customization Use 802. 11k neighbor list Yes (2]
Services Regulatory domain World mode (802.11d) 7}
Push-ToTalk IP DSCP for voice 0x2E (46) - Expedited Forwarding e
Headset IF DSCP for signaling 014 (26) - Assured Forwarding 31 (2]
Lser Prafles ITSPEC Call Admission Control Off e
System Profiles Roaming method Fast BSS Transition (FT) ©
Shorteuts A-MPDU pa.cket aggregation on e
Blustooth Deauthenticate on roam Mo 7}

Network settings for WPA2-Personal

- Select frequency band according to system setup (here 5GHz)
- Enter the name of SSID configured in the WLAN system.

- Select Security mode WPA/WPA2-Personal.

- Enter the configured Passphrase

- Select only the channels used in the system or set parameter “Use 802.11k neighbor list” to “Yes” to utilize

the system provided channels lis

t

- Set Roaming method to Fast BSS Transition (FT).

NOTE: The FCC no longer allows 802.11d to determine the regulatory domain. Accordingly, devices deployed in

the United States must have the “Regulatory domain” set to “USA”.
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WPA2-Enterprise (802.1X Authentication PEAP-MSCHAPv2)

@ Edit parameters for 9013

Device type: ‘i63 Messenger

=) 4 Metwork Name
Metwork name
) DHCP mode:
L Jrietwork C ;rsiguenc‘,' ond
- # NetworkD
Device Security mode
Audio EAP method
Location EAP authentication identity
VoIP EAP authentication password
v
L EAP anonymous identity
;:rsfgézahan EAP dient certificate
EAP server certificate validation
Push-To-Talk
Headset 5 GHz channels
User Profiles Advanced 802. 11 channels
Use 802. 11k neighbor list
System Profiles .
Regulatory domain
Shortcuts P DSCP for voice
Bluetooth

IP DSCP for signaling

ITSPEC Call Admission Control
Roaming method

A-MPDL packet aggregation
Deauthenticate on roam

Value

MSCHAP

On

5GHz
Merakilntop 1X
WPAZ-Enterprise
PEAP-MSCHAPvZ
9015@interop.lan

Mone
Yes
UMII-1

Yes

World mode (802, 11d)

0x2E (46) - Expedited Forwarding
1A {26) - Assured Forwarding 31
off

Fast BSS Transition (FT)

On

No

I ==

Network settings for .1X authentication (PEAP-MSCHAPv2)

- Select frequency band according to system setup (here 5GHz)

- Enter the name of SSID configured in the WLAN system.

- Select Security mode WPA2-Enterprise.

- Enter the EAP authentication identity and password.

- Select only the channels used in the system or set parameter “Use 802.11k neighbor list” to “Yes” to utilize
the system provided channels list

NOTE: The FCC no longer allows 802.11d to determine the regulatory domain. Accordingly, devices deployed in
the United States must have the “Regulatory domain” set to “USA”.

@ **INTOP HANDSETS *** - Ascom WinPDM

File Device Number Template License Options Help

802.1X Authentication requires a CA certificate to be uploaded to the phone by “right clicking” - > Manage

certificates.

[ oeices @ wvems [ meEs P uceses
Device types: Search for: | | in: |online o] [ showal
(:zﬂ)m Descipon Number  Device type Paramete.., Device 1D Onine  Stts  Saved  Lesth. Lestr.
62 Messenger
62 Protector L L IO - ez
62 Takker
Edit parameters
Edit description
Manage Certificates.
Copy.
Rename..
Export...
Save
Delete

Note that for EAP-TLS both Root and client certificates are needed.
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WPAS3-Personal (SAE) Network Settings

@ Edit parameters for 3015 x
Device type: |i63 Messenger
| | Network Name Value

i # General

o # Network A [MNetwork name PSK [>]

B DHCF mode on g

Frequency band 5GHz

: ::::2:; ss1D MerakintopWRA3 ©

Device Security mode WPA3-Personal e

audio Passphrass 0 e e

Location 5 GHz channels UnII-1 2}

VolP Advanced 802.11 channels P>

Custamization Lise 802. 11k neighbar list Yes e

Services Regulatory domain World mode (802. 11d) e

push-To-Talk 1P DSCP for voice 0x2E (46) - Expedited Forwarding e

Headset 1P DSCP for signaling 0x 1A (26) - Assured Forwarding 31 (2]

User Profiles ITSPEC Call Admission Caontrol off =]

System Profiles A-MPDU pa.diet agaregation on [>]

Shorteuts Deauthenticate on roam Mo >}

Bluetooth

Network settings for WPA3-Personal

- Select frequency band according to system setup (here 5GHz)

- Enter the name of SSID configured in the WLAN system.
- Select Security mode WPA3-Personal.

- Enter the configured Passphrase

- Select only the channels used in the system or set parameter “Use 802.11k neighbor list” to “Yes” to utilize
the system provided channels list

NOTE: The FCC no longer allows 802.11d to determine the regulatory domain. Accordingly, devices deployed in

the United States must have the “Regulatory domain” set to “USA”.
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WPAS3-Enterprise (802.1X Authentication PEAP-MSCHAPV2)

5 Edit parameters for 9015

Device type: ‘i63 Messenger

B} Network

Device

Audio
Location

VoIP
Customization

Services
Push-To-Talk
Headset

User Profiles
System Profiles
Shortouts
Bluetooth

Name

Metwork name

DHCP mode

Frequency band

5510

Security mode
WPA3-Enterprise transition mode
EAP method

EAP authentication identity
EAP suthentication password
EAP anonymous identity

EAP dient certificate

EAP server certificate validation
5 GHz channels

Advanced 802,11 channels
Use 802. 11k neighbor list
Regulatory domain

IP DSCP for voice

IP DSCP for signaling
ITSPEC Call Admission Control
Roaming method

A-MPDU packet aggregation
Deauthenticate on roam

Value
MSCHAP
On

5GHz
MerakilntopWPA3-1X
WPA3-Enterprise
Mo
PEAP-MSCHAPv2
9015@interop.lan

Mone
Yes
UNII-1

Yes

World mode (802, 11d)

0x2E (46) - Expedited Forwarding
0x1A (26) - Assured Forwarding 31
off

Fast BSS Transition (FT)

On

Mo

N

Cancel

Network settings for WPA3-Enterprise .1X authentication (PEAP-MSCHAPv2)

- Select frequency band according to system setup (here 5GHz)

- Enter the name of SSID configured in the WLAN system.

- Select Security mode WPA3-Enterprise.

- Enter the EAP authentication identity and password.

- Select only the channels used in the system or set parameter “Use 802.11k neighbor list” to “Yes” to utilize
the system provided channels list

NOTE: The FCC no longer allows 802.11d to determine the regulatory domain. Accordingly, devices deployed in
the United States must have the “Regulatory domain” set to “USA”.

802.1X Authentication requires a client certificate to be uploaded to the phone by “right clicking” - > Manage

certificates.

# * INTOP HANDSETS *** - Ascorn WinPDM

File Device Number Template License Options Help

63 Messenger

Edit description

Manage Certificates
Copy.

Rename.

Export..

Save

Delete

§) peviees noems ] teweaes § ucensss
Device types: Search for: | | in: [online: v [ showal
a1 Description  Number  Device type Paramete... Device ID Cnline Stats  Saved Lastl... Lastr.
62 Messenger
e 017 3 L ol ~
62 Talker
Edit parameters

Note that for EAP-TLS both Root and client certificates are needed.
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Appendix B: Interoperability Verification Records

Pass 22

Fail 0

Comments 10

Not verified 3

Total 35

Refer to the attached file for detailed verification results.

Our Interoperability pages are available on the Ascom portal on the following link (requires login):
https://oneascom.sharepoint.com/sites/AscomPartners/AscomPortal/SitePages/Interoperability.aspx

Document History

Rev | Date Author Description

D1 04-Nov-2024 NLRPa First draft.

D3 19-Nov-2024 NLRPa Minor corrections after internal review
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WLAN TR

		

				WLAN Interoperability Test Report																						WLAN configuration:

																										Beacon Interval: 100ms

				Test object - Handset:																						DTIM Interval: 1 (not possible to change in Web GUI)

						Ascom i63  v 6.0.0																				802.11d Regulatory Domain: NL

				Test object - WLAN system:																						WMM Enabled (Auto/WMM)

						Meraki MR30.7																				No Auto-tune

						MR44, MR46, CW9162, CW9166				MR44				MR46				CW9162				CW9166				Single Voice VLAN

										2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz

						Test Case		Description		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Comment

				TEST AREA ASSOCIATION / AUTHENTICATION

						#101		Association with open authentication, no encryption		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#107		Association with WPA2-PSK authentication, AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		Hidden SSID validated. FT-PSK ok.

						#130		Association with hidden SSID		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS

						#110		Association with PEAP-MSCHAPv2 auth, AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		FreeRADIUS; Root Certificate loaded on device; 802.11r association OK

						#116		Association with EAP-TLS authentication		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		FreeRADIUS; Root and Client certificate loaded on device; 802.11r association OK

						#124		Association with Protected Management Frames 802.11w		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		Both Enabled (MFPC=1) and Required (MFPR=1) tested and OK

						#120		Association with WPA3SAE Transition Mode		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS

						#127		Association with WPA3-SAE authentication, AES encryption		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS

						#132		Association with WPA3-SAE authentication, AES encryption + FT		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS

						#128		Association with WPA3-Enterprise		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		FreeRADIUS; Root Certificate loaded on device; 802.11r association OK		PASS

						#415		Association with WPA3-SAE on 6Ghz		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		6Ghz not supported by i63		FAIL

																												NOT TESTED

				TEST AREA POWER-SAVE																								See Comment

						#150		802.11 Power-save mode		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		OK. Enters active mode during data Rx/Tx. Test case not accurate

						#151		Beacon period and DTIM interval		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Not Tested |  Option to change DTIM value not available in Web GUI

						#152		802.11e U-APSD		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS

						#202		WMM prioritization		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		UL/DL QoS priority tagging verified. iperf used to generate background load. No noticable degradation in voice quality.

				TEST AREA "PERFORMANCE"

						#308		Power-save mode U-APSD – WPA2-PSK		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS

						#310		CAC - TSPEC		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Not supported by WLAN infrastructure

				TEST AREA ROAMING AND HANDOVER TIMES

						#404		Re-Association with WPA2-PSK auth and AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PSK: 2.4Ghz: 42ms, 5Ghz: 33ms  |  FT: 2.4Ghz:  27ms, 5Ghz: 24ms

						#408		Re-Association with PEAP-MSCHAPv2 authentication and AES-CCMP encryption		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		OKC enabled by default see #411

						#411		Re-Association with Opportunistic/proactive key caching		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		2.4Ghz: 51ms, 5Ghz: 37ms

						#413		Re-Association with 802.11r		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		2.4Ghz: 25ms, 5Ghz: 28ms

						#131		Re-Association with WPA3-SAE authentication, AES encryption		NOT TESTED		PASS		NOT TESTED		PASS		NOT TESTED		PASS		NOT TESTED		PASS		2.4Ghz: ??ms, 5Ghz: 104ms | Strongly recommended to use 802.11r/FT

						#133		Re-Association with WPA3-SAE authentication, AES encryption + FT		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		2.4Ghz: 44ms, 5Ghz: 33ms

						#134		Re-Association with WPA3-Enterprise + FT		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		2.4Ghz: 37ms, 5Ghz: 40ms

						#415		Re-Association with WPA3-SAE on 6Ghz		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		6Ghz not supported by i63

				TEST AREA BATTERY LIFETIME

						#501		Battery lifetime in idle		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Avg. 54h17m, default screen saver enabled; DTIM = 1 (cannot be changed through GUI)

						#504		Battery lifetime in call with power save mode U-APSD		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Avg.  6h15m, default screen saver enabled; DTIM = 1 (cannot be changed through GUI)

				TEST AREA STABILITY

						#602		Duration of call – U-APSD mode		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		>1hrs stable call without interruption

				TEST AREA FEATURES

						#804		40Mhz channels		See Comment		PASS		See Comment		PASS		See Comment		PASS		See Comment		PASS		Channel bonding on 2.4Ghz not recommended

						#806		80Mhz channels		See Comment		PASS		See Comment		PASS		See Comment		PASS		See Comment		PASS		Channel bonding on 2.4Ghz not recommended

						#811		160Mhz channels		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Channel bonding on 2.4Ghz not recommended and 160Mhz channels only availible on 6Ghz

						#806		802.11ac rates		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Option to allow only 11ac data rates not available in Web GUI

						#810		802.11ax rates		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Option to allow only 11ax data rates not available in Web GUI

						#808		Channel usage controlled by 802.11k		PASS		PASS		PASS		PASS		PASS		PASS		PASS		PASS		Enabled by default on WLAN infrastructure

						#809		Network features controlled by 802.11v		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Not supported by i63





