ascom



Contents

Introduction 3
AADOUL ASCOIM ..ttt ettt b et ebes1 S4et st et sttt ettt st ae s bbbt et et et et ettt et aesesesebesebesesene 3
ADOUL EXIrEME NETWOIKS ...ttt tes etesesetseseae e tseb et b ettt st saeae et eacaeseeaeae 3
VEITICATION SITE ..ttt bbbttt ettt ettt b e besenene 4
PAICIDANTS .ttt b ettt b bttt b ettt b bttt ettt bt 4
VErfICAtION TOPOIOGY ..ttt bbbttt ettt ettt bebesene 4

Summary 5
GENETAI CONCIUSIONS ..ottt sttt eaes 5
VerfiCAtION OVEIVIEW ..ottt 6
KNOWN IMITATIONS ...ttt bbbt eaeaeas 7

Appendix A: Verification Configurations 8
Extreme Networks Cloud and Access POints CONFIGUITLIONS. ......cvvvveveeeeeeieieieeieieeeeieeseseseseeseseee e eaens 8
WPA2 PSK (PEISONQI) 1ttt sttt sttt a e s sttt et esesesesesessssssesesssnsssesssesasesesns 8
WPAS SAE (PEISONAI) ..ttt ettt bbbttt s et sa e s eses e st s esesesa s eseseseseesesesesnasasesesannsesens 10
WPA2 BO2.1X (ENTEIPIISE) wururerueueieieieieieieieieisiie et et ssassesesss st ss s sssssss s s s sesesesesesesesesessssssssssssssssssesesasesesens "
WPAS BO2.1X (ENTEIPIISE) ottt ettt b b s s s s se e s s s esa e s esesesaasesesasensssenans 12
802.1X (Enterprise) — External Radius Server Configuration........cccccccceeeeeieieeeeisseesseeeeeeese s 13
ASCOM 163 V. 6.2.4 NEIWOTIK SETHNGS ..cveiieeiiiiiieeeeeetetee ettt ettt seaes 21

Appendix B: Interoperability Verification Records 25

Document History 25

Interoperability Report Date Page

Ascom i63— Extreme Networks Cloud August 2025 2/25



Introduction

This document describes a summary of the interoperability verification results of the Ascom’s and Extreme
Networks CloudIQ platform, necessary steps and guidelines to optimally configure the platforms and support
contact details. The report should be used in conjunction with both Extreme Networks and Ascom’s platform
configuration guides.

About Ascom

Ascom is a global solutions provider focused on healthcare ICT and mobile workflow solutions. The vision of
Ascom is to close digital information gaps, allowing for the best possible decisions - anytime and anywhere.
Ascom’s mission is to provide mission-critical, real-time solutions for highly mobile, ad hoc, and time-sensitive
environments. Ascom uses its unique product and solutions portfolio and software architecture capabilities to
devise integration and mobilization solutions that provide truly smooth, complete and efficient workflows for
healthcare as well as for industry and retail sectors.

Ascom is headquartered in Baar (Switzerland), has operating businesses in 19 countries and employs around 1,400
people worldwide. Ascom registered shares (ASCN) are listed on the SIX Swiss Exchange in Zurich.

About Extreme Networks

Since our founding in Silicon Valley in 1996, Extreme Networks (EXTR) has been on the forefront of technological
innovation. During the past 25+ years, we've grown to more than $1.3 billion in annual revenue and more than
2,700 dedicated employees worldwide.

At Extreme Networks, we simplify and secure connectivity to enhance value, drive innovation, accelerate growth,
and provide peace of mind. Trusted by tens of thousands of customers globally, we deliver Al-native cloud
networking solutions that seamlessly connect people, applications, data, and devices.

Our comprehensive portfolio includes intelligent cloud management, security, and analytics capabilities. Whether
your needs are cloud-based, on-premises, or at the edge, our solutions are designed to run anywhere and can be
managed through a single, unified platform. Our customer-first services and flexible licensing options ensure that
you can easily adapt and scale your network as your business grows.
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Verification site

Ascom Nederland
Orteliuslaan 982
3528 BD Utrecht
The Netherlands

Participants

Remco van den Pangaart, Ascom,

Verification topology

-
/
i
I
I
I
I
I
I
I
} Laptop (sniffer)
I
I
I
I
I
I
I
I
I
I
I
‘ Ascom i53
| Ext 9011
I
I
I
I
I
I
‘ Ascom i83
\ Ext 9012
|
\
AN
.

°

S
DHCP & RADIUS server

e

IP-PBX

Extreme Natworks AP

Extreme Natworks AP

Local Network

Extreme Cloud 1Q

Public Internet

Hardware and Software Versions:

Extreme Networks
Cloud 1Q Version: 25.4.3-40

AP305C, AP410C, AP4000, AP5010
AP Version 10.8.3.0

\
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
Ascom i63 Version: 6.2.4 :
|
I

IP-PBX: Innovaphone IP6000 V10sr35
Radius server: FreeRADIUS /

Interoperability Report

Ascom i63— Extreme Networks Cloud

Date Page
August 2025 425



Summary

General conclusions

The result of the verified test areas, such as authentication, association, handover and call stability test, produced
very good results. The roaming times for WPA2, PSK and 802.1X (FT and non-FT) were excellent and were in the
range of 30 ms for all combinations. WPA3 roaming times were longer when using SAE and 802.1X without
802.1r/FT, averaging between 97 and 138 ms. However, enabling 802.11r/FT significantly improved performance,
reducing roaming times to between 26 and 38 ms. As such, enabling 802.11r is recommended to optimize roaming
efficiency in WPA3 environments

Compatibility information

To ensure representative coverage across product generations and groups, one access point model was selected
from each category: 305, 410, 4000, and 5010. By testing these models, we effectively cover the performance
characteristics of all access point models listed below.

Supported Partner Access Points running version 10.8.3.0:

AP305c¢/305¢cx
AP410c
AP460c
AP510¢/510¢x
AP650/650x
AP4000

AP5010
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Verification overview

WLAN Compatibility and Performance

High Level Functionality Result Comments

Association with WPA2-PSK / AES Encryption OK

Association with PEAP-MSCHAPv2 Auth, AES Encryption OK

Association with EAP-TLS authentication OK

Association with WPA3-Personal OK

Association with WPA3-Enterprise OK

Association, Multiple ESSIDs OK

Beacon Interval and DTIM Period OK

WPA2-opportunistic/proactive Key Caching OK

WMM Prioritization OK

802.11 Power-save mode OK

802.11e U-APSD OK

Roaming, WPA2-PSK, AES Encryption OK Typical roaming time 27ms
Roaming, WPA2-PSK, AES Encryption, 802.11r/FT OK Typical roaming time 22ms
Roaming, PEAP-MSCHAPv2 Auth, AES Encryption OK Typical roaming time 29ms
Roaming, PEAP-MSCHAPv2 Auth, AES Encryption, 802.11r/FT OK Typical roaming time 25ms
Roaming with WPA3-Personal OK Typical roaming time 97ms
Roaming with WPA3-Personal, 802.11r/FT OK Typical roaming time 26ms
Roaming with WPA3-Enterprise OK Typical roaming time 128ms
Roaming with WPA3-Enterprise, 802.11r/FT OK Typical roaming time 35ms
Channel usage controlled by 802.11k OK

Association with Protected Management Frames 802.11w OK

Average roaming times are measured using on the 5GHz band. Refer to Appendix B for detailed test results

*) Measured times is with opportunistic/proactive Key Caching enabled (default enabled)
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Known limitations

Description and Consequence

Workaround

Ticket(s) raised

For additional information regarding the known limitations please contact interop@ascom.com or

support@ascom.com.

For detailed verification results, refer to Appendix B: Interoperability Verification Records.
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Appendix A: Verification Configurations
Extreme Networks Cloud and Access Points configurations.

In the following chapter you will find screenshots and explanations of basic settings to get the Extreme
Networks solution operational with Ascom i63. Please note that security settings were modified
according to requirements in individual test cases.

ESS, Security settings.

Dashboard overview (Monitor) of active access points

£ ORNICTION STATUS TOTAL APFS 23 1N RS 1
5 i View: Default
Shewireg 4 of 4 | 0 Selected | Sal
Lo + L s a, m
~ Status Host Mame Netwark Policy MGT P Address. Clhents. MAAC Location Serial & Madel 05 Version
o000 - 2abid 4 2AB4 m > e 410200119002 a1 2 -
c00
000 st “ " a1FE . Ascom >> e a0022102002 pu -

List of all configured SSIDs

SSIDs

Wireless Network e

Name (SSID|

Protected Management Frames

202.11w

SSID Usage

SSID AUTHENTICATION

el e i ,2. !“ " S Private Pre-Shared Key

Enable Captive Web Portal

WPA2 PSK (Personal)
WPA?2 PSK (Personal)
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- Select WPA/WPA2/WPA3 (Personal)

- Select WPA2-(WPA2 Personal)-PSK as Key Management.

- Select CCMP (AES) as Encryption Method.

- Key can be entered in HEX or in ASCII format. Example shows a key entered in ASCII format.
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WPA3 SAE (Personal)

SSIDs.

A

Coniguration Guste

=] N

e
[
B

Gz

Protected Management Frames

0211w
Prevents forgery an

Use ot 802 11wis

Use 8121w

Eratie Bescon

SSID Usage

£, Privat pra.shared key = ‘U‘I""' .
@ (I unsecure

Method v - Enabie AK4-24 (WIFI 7 On)

Show Pamword

‘ntichogging Threshad

ey Type ASCIL Ky

Enable Captive Web Portal

2]

WPA3 SAE (Personal)

- Select WPA/WPA2/WPA3 (Personal)

- Select WPA3 (SAE) as Key Management.

- Select CCMP (AES) as Encryption Method.

- Key can be entered in HEX or in ASCII format. Example shows a key entered in ASCII format.
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WPA2 802.1X (Enterprise)

SSIDs
R
— L Wireless Network
= RADIUS Server Group Name (ss10)
w © rrecnuosasa :
&

Protected Management Frames

0211w
Prevents forgery ana

agement
SSID Usage
ssm aumENTICATION WAz suTHENTICATION
% Enterprise o Personal 8 privanz Pre Shared Key & open & Enhanced Open
{1 WA/ WeA2 rweaa YV WPAJ WPAZ 4 WPA3 &b D unsecured D) secured
Hotspot -
Key Managerment e
Encyption Methad p—

Enable Captive Web Portal

Authentication Settings

19

Authenticate via RADIUS Server

Default RADIUS Server  FreeRADIUS-RSA + 5=
Group

WPA2 802.1X (Enterprise)

- Select WPA/WPA?2 802.1X (Enterprise)

- Select WPA2-802.1X as Key Management

- Select CCMP as Encryption Method

- Select RADIUS server (defined in step 802.1X (Enterprise) — External Radius Server
Configuration).
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WPA3 802.1X (Enterprise)

SSIDs
b
Configuration Guide Wireless Network
RADIUSsarver Group
@ meowsan
&

o

Protected Management Frames

0211w

Use of 0211w is

SSID Usage
S5m0 AuTENTICATION waAC AumENTICATION
g Enterprise o Personal 7 Enhanced Open
T weas M weaz O secured
Herspae

Key Management

Encryption Method

Transition Mode It Aplicabie

Enable Captive Web Portal

Authentication Settings

Authentication with ExtremeCloud IQ Authentication Service

Authenticate via RADIUS Server

DeTSI RADIUS Server T ree DI T T =
Group

WPA3 802.1X (Enterprise)

- Select WPA / WPA2 / WPA3 (Enterprise).

- Select WPA3-802.1X as Key Management.

- Select CCMP (AES) as Encryption Method.

- Select RADIUS server (defined in step 802.1X (Enterprise) — External Radius Server
Configuration).
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802.1X (Enterprise) — External Radius Server Configuration

@ Femcovanden pangaart |

ExtremeCloud I1Q Pilot Searct Q
External RADIUS Servers
A -
+ /7 u i
i Name Description Used By
[ rreersorss L2

Overview of configured External Radius Servers.

ExtremeCloud |1Q Pilot

External RADIUS Servers  Edit ADIUS Server

S External RADIUS Server

fo hame * FreeRADIUS-RSA
ot Description
~ b

Peer Discovery (RFC 7585) Enabled

ﬁ Type * Standard i
[BHoctHamel Intop-Freeradius-RSA =+
Server Type * Authentication Port: *| 1812
Accounting Port: *| 1813

Shared Secret

Show Password
External Radius Server configuration

- Configure the IP Address to the Radius server.
- Enter the “Shared Secret” that corresponds to the secret configured in the Radius server.
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Advanced Access Security Settings

BOZMw

Pravents forgery and retransmission of management frames

Advanced Authentication Options

Generate new Group Master key (GME) after
Ganerate new Group Temporal key (GTK) aftar
GTK timeout period
Mumber of GTK retries
Generate a new Palrwise Translent Key (PTK) after
PTK timeout perlod
Number of PTK retries
Replay window
Force the user to reauthenticate after

Local TKIP Countermeasure

Remote TKIP Countermeasure

Rafresh GTK when the client disassociates from the SSID

Enable Preauthentlcation (accelerates roaming)

4000

4000

Seconds

Seconds

Milllseconds

Seconds

Milllseconds

Seconds

clients)

Enable proactive PMK-ID response (uses cached PMKs to supports fast roaming with certain

(Enterprise) - Additional settings - Advanced Access Security Controls

- Make sure that Enable Proactive PMK ID response is checked. (Not needed if 802.11r/FT is

enabled)
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Additional Settings «

Configure your Availabdity Scheduling, Security Controls, Optional Settings. and Client Maonitoring

SEID Availability Schedule

(] Restrict the svailsbility of this SSIDt0 |~ =ToMIZE

selected schedules
Advanced Access Security Controls 802.11w, Authentication timeout options CUSTOMIZE
Optional Settings Radio and Rates, DoS Prevention, and

MAC filters CUSTOMIZE

Client Monitor m

When enabied, Aerchive devices defect chienf izsues, repovt client connection aciivities and problems fo Hiveldanager.

Data rate configuration. (Per SSID)

- Go to optional Settings

Optional Seftings

bgRateSetting

Customize 2.4 GHz 11 big Rate Setfing

1 Mbps

NIA -
e
e
& Mbps

Data rate configuration.2.4GHz

- Toimprove the performance in the wireless system it is recommended to disable the lowest

data rates.
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2 Mbps

11 Mbps

12 Mbps

18 Mbps

MiA

Basic

£
=
[ [ [ [

Optional

24 Mbps

25 Mbps

4% Mbps

54 Mbps

Optional

Optignal

Optional

Optional

CANCEL SAVE RATE S
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Optional Settings e

sRateSetling

Cusiomize 5.0 GHz 11a Rate Setfing

CANCEL SAVE RATE S

Data rate configuration.5GHz

- Toimprove the performance in the wireless system it is recommended to disable the lowest
data rates.
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Optional Settings

Voice Enterprise
() Enable volce enterprise

Volce Enterprise Is not supported on

AP370, and AP390
(@) Custom

Enable 80211k
Enable dualband nelghbor list

Max. neighbor APs: | 5

APNO, AP120, AP170, AP320, AP340,

WMM

Enable WMM

for
Volca

Video

Help system.

Enforce WMM admission control

For a complete list of certilled
platforms, se¢ WMM-AC In the onling

Broadcast and Multicast
Handling

Convert IP Multicast to Unicast
Auto v
Channel utlilization threshold

60

Range :1-100

Membership count threshold

Ranga: 1- 10 10
Erabls 30210 Enable unscheduled automatic power Ranga :1- 30
Enable forced dissassoclation save delivery u Enable Non-Essential Broadcast
Enable 802.11r Filtering
Enable Multicast Drop
For a complete list of certilled
platforms, see Volce Enterprise In the
online Help system.
Client Related Network Settings
Maximum client Hmit EAP timeout RTS threshold
100 30 Seconds 23486 bytes
Ranga : 1- 255 Ranga : 5 - 300 Ranga : 1- 2345
Fragment threshold DTIM settings Inactive cllent agecut
2346 bytas 2 5 Minutes
Ranga : 256 - 2346 Ranga : 1- 255 Ranga :1-30

EAP retries
3
Ranga:1-5

Local cache timeout

Optional SSID settings

Roaming cache update Interval
80 Seconds

Ranga : 10 - 36000

- Enable 802.11k support.
- Enable 802.11v support. (802.11v is not really needed for i63, but still recommended if mixing

with other Ascom products)
- Enable 802.11r support. (strongly recommended for enhanced roaming performance.)

- Make sure Enable WMM is checked.
- Make sure Unscheduled Automatic Power Save Delivery is checked.
- Make sure “Convert IP Multicast to Unicast” is enabled

Roaming cache ageout

60

Ranga :1- 1000

-

CAMNCEL SAVE OPTIONAL SETTINGS

- Ascom recommends a DTIM period of at least 2 but no higher than 5.
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Quality of Service (QoS)

d 1Q Pilot

Classifier Maps

p iy Classifier Maps
Please note that Classif aps are J| & E e " -
o
Name * Ascom
o Description
ﬁ SERVICES MAC OUls S5IDs B02.1p/DiffServ/802.11e
802.1p [—m DiffSery 802.11e
802.1p QoS Class DiffServ Qo5 Class 802.11e Qo5 Class
7 Network Control - 56-63 Network Control - 7 Network Control -
6 Voice - 48-55 Voice - 6 Voice l
5 Video - 40-47 Voice - 5 Video -
4 Controlled Load v 32-39 Controlled Load i 4 Controlled Load -
3 Excellent Effort - 243 Excellent Effort - 3 Excellent Effort -
g Best Effort 1 - 0o-07 Best Effort 1 - 0 Best Effort 1 -
2 Best Effort 2 - 16-23 Best Effort 2 - 2 Best Effort 2 -
1 Background - 08-15 Background - 1 Background -

Classifier Maps

- Create classifier map according to the screenshot and enable DiffServ and 802.11e
- Important. For DiffServ 40-47 select QoS Class: 6 — Voice.
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= ExtremeCloud IQ Pilot

£
r Map
D~ Ascom
[o
Name *
N

Description

@ 802.1p

DiffServ

QoS Class

7 - Network Control
6 - Voice
5 -Video

4 - Controlled Load

w

- Excellent Effort

[N)

- Best Effort 1

- Best Effort 2

0 - Background

Marker Maps

WMM Queue

Voice

Voice

Video

Video

Best Effort

Best Effort

Background

Background

DiffServ Code Points

- Create a Marker Map and assign QoS Class 6 - voice to 46
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Radio Configuration

Unr-5th-0270 ® ExtremeCioud I
Utr-5th-0270 (O == vromre S X
10.30.174.40 N
LOCATION - -
A=l UL 5 Device Template Default Settings
Map Floor
ExtremaCloud 1Q 0 ETHI W NIFTT W
=
a® O =
Device Model  APAD0D
Devce Ternplate APS000-Ascom
AP4000
Wireless Interfaces «
~ Control actions from the Access Point's Wi-F ports
.
WiFio wiFi1 Wik Beacon
Host Narme: Utr-Sth-0270
Policy: Intop
Media Gallery: View Al
Radio Status Em
Connected
Active since: 4 Days 1 Radio Mode 8021 1ax g
Hrs 10 Mins 51 Secs Ago
n Active Alarms Fade et radio_ng_11ax-6g e+ W
u Unigue Clients Radic Usage B et nccess Backnaul Mesh Link Sensor
Real-Time Data hannel
Channe 7 - | Channel width: B0MHZ
CPU Usage %
Memory Cverride channel exchusion setting in radio profie
e %
uNI-S
Monitor Configure
m ‘ '
Device Configuration
Interface Settings
Transmission Powes () Ao
Device Credentials
@ Mool

Configure Netdump —

m — ]
1 mn
DHCP Server and Relay

CANCEL SAVE INTERFACE SETTINGS
Mainhharing Deviees =

Configuration of access points

- Radio profiles used are the default (Default radio profiles radio_ng_11ax-2g for WiFiO,
radio_ng_11ax-5g for WiFi1 and radio_ng_11ax-6g for WiFi2 interface).

- Inthe example channel and Transmission power has been set manually for each access point
(for testing).

General guidelines when deploying Ascom handsets in 802.11a/n/ac/ax environments:

1. For environments not utilizing 802.11k Neighbor Report - Enabling more than 8 channels will degrade
roaming performance. In situations where UNII1 and UNII3 are used, a maximum of 9 channels
enabled can be allowed. Ascom does not recommend exceeding these limits unless 802.11k is in use.

2. Ascom support and can coexist in 40/80/160MHz channel bonding environments. The
recommendation is, however, to avoid 80/160MHz channel bonding, as it severely reduces the number
of available non-overlapping channels.

3. Make sure that all non-DFS channels are taken before resorting to DFS channels. The handset can
cope in mixed non-DFS and DFS environments; however, due to “unpredictability” introduced by radar
detection protocols, voice quality may become distorted and roaming delayed. Hence Ascom
recommends, if possible, avoiding the use of DFS channels in VoWI-Fl deployments.

*) Dynamic Frequency Selection (radar detection)
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Ascom i63 v. 6.2.4 Network Settings

WPA2-Personal (PSK)

[ Edit parameters for 9012 pd
Device type: |i63 Messenger
B[ | Metwark Name Value
: EZ:TF;L . Network name WPA2-PSK >y
L Bhetwork B DHCP mode On e
# Network C Freguency band 5 GHz (7]
# NetworkD SSID ExtremeXIQIntopPSk a
e[ Device Security mode WPA/WPA2-Personal (7]
-1 Audio Passphrase S i e
- | Location 5 GHz channels Mon DFS e
B | voIP Advanced 802,11 channels (7]
E-| | Customization Use 802, 11k neighbor list Yes e
- | Services Regulatory domain World mode (802. 11d) e
E- | Push-To-Talk IP DSCP for voice 0x2E {46) - Expedited Forwarding &)
B~ | Headset IP D5CP for signaling 0x1A (26) - Assured Forwarding 31 )
E-| | User Frofies ITSPEC Call Admission Control off (7]
[~ | System Profiles Roaming method Fast BSS Transition (FT) e
W~ | Shortouts A-MPDU packet agaregation On (7]
B~ | Bluetooth Deauthenticate on roam Mo e

| oK

|| Cancel

Network settings for WPA2-PSK

- Select frequency band according to system

setup (here 5Ghz)

- Enter the name of SSID configured in the WLAN system.

- Select Security mode WPA/WPA2-Personal.
- Enter the configured Passphrase

- Select only the channels used in the system or set parameter “Use 802.11k neighbor list” to “Yes” to utilize

the system provided channels list
- Set Roaming method to Fast BSS Transition

Note. FCC is no longer allowing 802.11d to determine regulatory domain. Devices deployed in USA must set

Regulatory domain to “USA”.
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WPA2-Enterprise (802.1X Authentication PEAP-MSCHAPv2)

ff Edit parameters for 9013 X
Device type: |i63 Messenger
BEl-| | Network Mame Valus
G I
: NZ:':;ark . Network name WPAZ-ENT-MSCHAP e
* I‘Jet"\'ork B DHCP mode en o
S— Frequency band 5 GHz (7]
: ' 55D Extreme¥IQIntop 1% e
&[] Deviee ' Security mode WPAZ-Enterprise e
i ﬂu;m EAP method PEAP-MSCHAPY2 (5]
1 ) EAP authentication identity InteropClient e
- | Location -
i EAP authentication password R e
1 g VoIP EAP anonymous identity e
B ;:rszj;::atnn EAP dient certificate Mone e
EAP server certificate validation Yes e
(- | Push-To-Talk
5 GHz channels Mon DFS e
[~ | Headset
Advanced 802.11 channels e
[-| | User Profiles ) i .
B System Profles Use 802, 11k neighbor list Yes e
B S:ortcuts Regulatory domain World mode (802, 11d) e
& | Bluetooth IF DSCP for voice 0%2E (46) - Expedited Forwarding @
IF DSCF for signaling 0x1A (25) - Assured Forwarding 31 )
TSPEC Call Admission Control Off e
Roaming method Fast BS5 Transition (FT) e
A-MPDU packet aggregation on e
Deauthenticate on roam Mo e
. oK | Cancel

Network settings for .1X authentication (PEAP-MSCHAPv2)

- Select frequency band according to system setup (here 5GHz)

- Enter the name of SSID configured in the WLAN system.

- Select Security mode WPA2-Enterprise.

- Enter the EAP authentication identity and password.

- Select only the channels used in the system or set parameter “Use 802.11k neighbor list” to “Yes” to utilize
the system provided channels list

Note. FCC is no longer allowing 802.11d to determine regulatory domain. Devices deployed in the USA must set
Regulatory domain to “USA”.

" & Ascom Device Manager | B S

|[File Device Number App Template License Options Help

@ oeacs @ moeers @m:s| ETEM’LATES' Ll um&s‘

Device types: Search for: | | in: [cnline: +| [ shonal
i Description Number Device type Parameter definion  Device ID DECT Master Device Interface Orine Status Lastlogin Lastrun tem... Saved
lascom Myco =
5000 835 v v -
;C:,,'Z::::’SMS 5001 63 Messenger 8.36 000 13E25E9E2 M v Synchronized 20200115 1... 11AN
e broy s002 63 Messenger 8.36 00013E25E7CE R — v Synchronized 2020-01-14 1... CiscolntopPSK v
5003 63 Messenger 8.3 00013ESETF = v Synchronized 2020-01-15 1... CiscolntopPSK v/

Edit description

Manage Certficates
Copy.
Rename...

Export...

802.1X Authentication requires a trusted certificate to be uploaded to the phone by “right clicking” - > Manage
certificates.

Note that both Trusted Root and Application certificates are required when using EAP-TLS authentication.

Interoperability Report Date Page
Ascom i63— Extreme Networks Cloud August 2025 22125



WPAS3-Personal (SAE)

f Edit parameters for 9011 X
Device type: |i63 Messenger
B 4 Metwork | Name Value
- G
® Genera Network name PSK e
# Network A
« DHCF mode on e
— Frequency band 5GHz (2]
# Network C ) )
% NetworkD 551D CiscolntopWPA3 e
Device : Security mode WPA3-Personal FT e
Au;io Passphrase [ — e
Location 5 GHz channels UMII-1, UMII-2, UMII-3 e
VolP Advanced 802,11 channels e
: . Use 802, 11k neighbor list Yes e
Customization ;
Servicas Regulatory domain World mode (802, 11d) e
Push-To-Talk IP DSCP for voice 0x2E (46) - Expedited Forwar... B
Headset IP DSCP for signaling 0x1A (28) - Assured Forwardi... B
User Profiles TSPEC Call Admission Control ~ Off e
System Profiles A-MPDU packet aggregation On e
Shortouts Desuthenticate on roam Mo e
Bluetooth
| ok || cancel |

Network settings for WPA3-Personal

- Select frequency band according to system setup (here 5Ghz)

- Enter the name of SSID configured in the WLAN system.

- Select Security mode WPA3-Personal-FT.

- Enter the configured Passphrase

- Select only the channels used in the system or set parameter “Use 802.11k neighbor list” to “Yes” to utilize
the system provided channels list

Note. FCC is no longer allowing 802.11d to determine regulatory domain. Devices deployed in the USA must set
Regulatory domain to “USA”.
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WPAS3-Enterprise (802.1X Authentication PEAP-MSCHAPV2)

ﬁ Edit parameters for 2011

Device type: |i63 Messenger

B~ | Metwork

i General
# Network A
# Netwark B

et

# NetworkD
B-| | Device
@ Audio
[ | Location
B | VoIP
| | Customization
[~ | Services
[-| | Push-To-Talk
@~ | Headset
B | User Profiles
[ | System Profiles
- | Shortcuts
[ | Bluetooth

Name

Metwork name
DHCP mode
Frequency band
551D

Security mode

Value
MSCHAP
On

5GHz
CiscoIntopWPA3-1X9300
WPA3-Enterprise

WPAI-Enterprise transition mode Mo

EAP method

EAP authentication identity
EAP authentication password
EAF anonymous identity

EAP dient certificate

EAP server certificate validation
5 GHz channels

Advanced 802,11 channels
Use 802. 11k neighbor list
Regulatory domain

IP DSCP for voice

IF D5CP for signaling

ITSPEC Call Admission Cantrol
Roaming method

A-MPDU packet aggregation
Deauthenticate on roam

PEAP-MSCHAPv2
InteropClient

Mone
Yes
UNII-1, UNII-2, UNII-3

Yes
World mode (302 11d)

0x2E (46) - Expedited Forwar...
0x1A (26) - Assured Forwardi. ..

off

Fast BSS Transition (FT)
On

Mo

| ok

| | cancel |

Network settings for WPA3-Enterprise .1X authentication (PEAP-MSCHAPv2)

- Select frequency band according to system setup (here 5GHz)

- Enter the name of SSID configured in the WLAN system.

- Select Security mode WPA3-Enterprise.

- Enter the EAP authentication identity and password.

- Select only the channels used in the system or set parameter “Use 802.11k neighbor list” to “Yes” to utilize
the system provided channels list

NOTE: The FCC no longer allows 802.11d to determine the regulatory domain. Accordingly, devices deployed in
the United States must have the “Regulatory domain” set to “USA”.

802.1X Authentication requires a trusted certificate to be uploaded to the phone by “right clicking” - > Manage

certificates.

B Ascom Device Manager - m} b4
File Device Mumber App Template License Options Help
m DEVICES . NuveeRs () apps  [E] TewpLaTes ? LICENSES
Device types: Search for: | in: |Description ~| | showal
Description Number Device type Parameter defintion Device ID DECT Mas... Devicelnt... Oniine Status Saved Lastlogin Lastru...

e s - O s/

011 63 Messenger oK New.. v Synchronized v

012 63 Messenger oK N v Synchronized v

013 i63 Messenger oK v Synchronized

9014 63 Messenger oK Edit description v Synchronized "

3015 163 Messenger oK Manage Certificates v Synchromized v

016 63 Messenger oK — Notsynched

Note that both Trusted Root and Application certificates are required when using EAP-TLS authentication.
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Appendix B: Interoperability Verification Records

2.4Ghz | 5Ghz
Pass 23 25
Fail 0 0
Comments 4 2
Not verified 6 6
Total 33 33

Refer to the attached file for detailed verification results.

Document History

Rev Date Author Description
D1 27-Aug-2025 NLRPA Draft
D2 NLRPA Minor corrections After internal review
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WLAN TR

		

				WLAN Interoperability Test Report																										WLAN configuration:

																														Beacon Interval: 100ms

				Test object - Handset:																										DTIM Interval: 1, 2 & 5

						Ascom i63 v. 6.2.4																								802.11d Regulatory Domain: US

				Test object - WLAN system:																										WMM Enabled (Auto/WMM)

						Extreme Networks - Build version: 25.4.3-40																								No Auto-tune

						AP4000, AP5010 Running v. 10.8.3.0				AP305				AP410C				AP4000						AP5010						Single Voice VLAN

										2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz		6Ghz		2.4Ghz		5.0Ghz		6Ghz

						Test Case		Description		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Comment

				TEST AREA ASSOCIATION / AUTHENTICATION

						#101		Association with open authentication, no encryption		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#107		Association with WPA2-PSK authentication, AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		Hidden SSID validated. FT-PSK ok.

						#130		Association with hidden SSID		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

						#110		Association with PEAP-MSCHAPv2 auth, AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		FreeRADIUS; Root Certificate loaded on device; 802.11r association OK

						#116		Association with EAP-TLS authentication		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		FreeRADIUS; Root and Client certificate loaded on device; 802.11r association OK

						#124		Association with Protected Management Frames 802.11w		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		Both Enabled (MFPC=1) and Required (MFPR=1) tested and OK

						#120		Association with WPA3-SAE Transition Mode		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

						#127		Association with WPA3-SAE authentication, AES encryption		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

						#132		Association with WPA3-SAE authentication, AES encryption + FT		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

						#128		Association with WPA3-Enterprise		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		FreeRADIUS; Root Certificate loaded on device; 802.11r association OK | WPA3-Enterprise 192 bit not supported		PASS

						#415		Association with WPA3-SAE on 6Ghz		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		6Ghz not supported by Handset		FAIL

																																NOT TESTED

				TEST AREA POWER-SAVE AND QOS																												See Comment

						#150		802.11 Power-save mode		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		OK. Enters active mode during data Rx/Tx. Test case not accurate

						#151		Beacon period and DTIM interval		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		DTIM 1, 2 & 5 tested

						#152		802.11e U-APSD		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

						#202		WMM prioritization		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		UL/DL QoS priority tagging verified. iperf used to generate background load. No noticable degradation in voice quality.

				TEST AREA "PERFORMANCE"

						#308		Power-save mode U-APSD – WPA2-PSK		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

						#310		CAC - TSPEC		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

				TEST AREA ROAMING AND HANDOVER TIMES

						#404		Re-Association with WPA2-PSK auth and AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		2.4Ghz: 24ms, 5Ghz: 27ms | FT:  2.4Ghz: 22ms, 5Ghz: 22ms

						#408		Re-Association with PEAP-MSCHAPv2 authentication and AES-CCMP encryption		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		NOT TESTED		See Comment		See Comment		NOT TESTED		See #411 OKC enabled by default on WLAN infrastructure

						#411		Re-Association with Opportunistic/proactive key caching		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		2.4Ghz: 31ms, 5Ghz: 29ms

						#413		Re-Association with 802.11r		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		2.4Ghz: 24ms, 5Ghz: 25ms

						#131		Re-Association with WPA3-SAE authentication, AES encryption		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		2.4Ghz: 125ms, 5Ghz: 97ms

						#133		Re-Association with WPA3-SAE authentication, AES encryption + FT		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		2.4Ghz: 35ms, 5Ghz: 26ms

						#134		Re-Association with WPA3-Enterprise		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		2.4Ghz: 138ms, 5Ghz: 128ms | FT: 2.4Ghz: 39ms, 5Ghz: 38ms

						#415		Re-Association with WPA3-SAE on 6Ghz		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		6Ghz is not supported by Handset

				TEST AREA BATTERY LIFETIME

						#501		Battery lifetime in idle		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#504		Battery lifetime in call with power save mode U-APSD		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

				TEST AREA STABILITY

						#602		Duration of call – U-APSD mode		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED		>1hrs stable call without interruption

				TEST AREA 802.11n

						#804		40Mhz channels		See Comment		PASS		See Comment		PASS		See Comment		PASS		NOT TESTED		See Comment		PASS		NOT TESTED		Channel bonding on 2.4Ghz not recommended

						#806		80Mhz channels		See Comment		PASS		See Comment		PASS		See Comment		PASS		NOT TESTED		See Comment		PASS		NOT TESTED		Channel bonding on 2.4Ghz not recommended

						#806		802.11ac rates		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

						#808		Channel usage controlled by 802.11k		PASS		PASS		PASS		PASS		PASS		PASS		NOT TESTED		PASS		PASS		NOT TESTED

						#809		Network features controlled by 802.11v		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		NOT TESTED		See Comment		See Comment		NOT TESTED		802.11v is not supported by the handset





