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Introduction

This document describes a summary of the interoperability verification results of the Ascom’s and Aerohive
networks platform, necessary steps and guidelines to optimally configure the platforms and support contact details.
The report should be used in conjunction with both Aerohive Networks’s and Ascom’s platform configuration
guides.

About Ascom

Ascom is a global solutions provider focused on healthcare ICT and mobile workflow solutions. The vision of
Ascom is to close digital information gaps allowing for the best possible decisions — anytime and anywhere.
Ascom’s mission is to provide mission-critical, real-time solutions for highly mobile, ad hoc, and time-sensitive
environments. Ascom uses its unique product and solutions portfolio and software architecture capabilities to
devise integration and mobilization solutions that provide truly smooth, complete and efficient workflows for
healthcare as well as for industry, security and retail sectors.

Ascom is headquartered in Baar (Switzerland), has subsidiaries in 15 countries and employs around 1,300 people
worldwide. Ascom registered shares (ASCN) are listed on the SIX Swiss Exchange in Zurich.

About Aerohive Networks

Extreme Networks, Inc. (EXTR) delivers software-driven networking solutions from the wireless and loT edge to the
data center that are agile, adaptive, and secure to enable the digital transformation of our enterprise customers.
Our 100% in-sourced services and support are number one in the industry. Even with 50,000 customers globally,
including half of the Fortune 50 and some of the world's leading names in business, hospitality, retail,
transportation and logistics, education, government, healthcare and manufacturing, we remain nimble and
responsive to ensure customer and partner success. We call this Customer-Driven Networking™. Founded in 1996,
Extreme is headquartered in San Jose, California. For more information, visit Extreme's website or call 1-888-257-
3000.Site Information
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https://c212.net/c/link/?t=0&l=en&o=2615177-1&h=1030774912&u=https%3A%2F%2Ffinance.yahoo.com%2Fquote%2FEXTR%3Fltr%3D1&a=EXTR
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Verification site

Ascom US

300 Perimeter park drive
Morrisville, NC, US-27560
USA

Participants

Karl-Magnus Olsson, Ascom, Morrisville

Verification topology

Local Network

—

SIP server/DHCP server/
RADIUS server

Public internet

———— e e

i63 Laptop (sniffer) Extreme Cloud 1Q
i
Ext 1000
DHCP
1.;__& _
i63 Extreme Networks AP
Ext 1001 Hardware and software versions:
DHCP Cloud 1Q version 20.1.1.3
]|
% AP230, 250, 550 and 650
g 1 AP version 10.0r8
i63 Extreme Networks AP ~
Ext 1002 IP-PBX/Sip server:
DHCP Innovaphone IP6000 version 10 sr35 |
b RADIUS server: FreeRADIUS /
e S, B e Ry, Soc ety | NSy, E0C AR ¢ NSk on SR 0 | M I T £ T S B0 | SRR G T B . | ISR U R iy BN e [ T Oy DN it -
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Summary

General conclusions

The result of the verified test areas, such as authentication, association, handover and call stability test, produced
very good results. The roaming times for PSK, 802.1x (FT and non-FT) were excellent and were in the range of 30
ms for all combinations.

Performance has also been proven to be very good. In both active and U-APSD mode it was possible to keep up 12
simultaneously calls per AP. Keep in mind that the limitation was available handsets and not system capacity.

Compatibility information

One Access point model from every product generation/product group has been selected as a representation
(230, 250, 550 and 650). By testing these access points we are considered cover all below listed access point
models

Supported Partner Access Points running version 10.0r8:

AP122/130/230
AP250
AP550

AP650

Interoperability Report Date Page
Ascom i63— Extreme Networks Cloud 19-March-2020 5/21



Verification overview

WLAN Compatibility and Performance

High Level Functionality Result Comments

Association, Open with No Encryption OK

Association, WPA2-PSK / AES Encryption OK

Association, PEAP-MSCHAPv2 Auth, AES Encryption OK

Association with EAP-TLS authentication OK

Association, Multiple ESSIDs OK

Beacon Interval and DTIM Period OK

PMKSA Caching OK

WPA2-opportunistic/proactive Key Caching OK

WMM Prioritization OK

802.11 Power-save mode OK

802.11e U-APSD OK

802.11e U-APSD (load test) OK

Roaming, WPA2-PSK, AES Encryption OK Avg. typical roaming time 32 ms
Roaming, WPA2-PSK, AES Encryption, 802.11r/FT OK Avg. typical roaming time 27 ms
Roaming, PEAP-MSCHAPv2 Auth, AES Encryption OK * Avg. typical roaming time 31 ms
Roaming, PEAP-MSCHAPvV2 Auth, AES Encryption, 802.11r/FT OK Avg. typical roaming time 29 ms

Average roaming times are measured using on the 6GHz band. Refer to Appendix B for detailed test results

*) Measured times is with opportunistic/proactive Key Caching enabled (default enabled)
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Known limitations

Description and Consequence Workaround Ticket(s) raised
Open authentication not working. To be corrected in next WH2-2382
Ascom i63 release.
Disable Protected
Authentication with 802.11w (Protected Management Frames) Management Frames in
does not work in conjunction with 802.11r system. WH2-2356
Disable Protected
Call Admission Control not working in conjunction with 802.11w Management Frames in WH2-2363
(Protected Management Frames) system.
2 second delay before call is set up when Call Admission WH2-2362
Control is enabled.
Interoperability Report Date Page
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Appendix A: Verification Configurations

Extreme Networks Cloud and Access Points configurations.

In the following chapter you will find screenshots and explanations of basic settings in order to get the
Aerohive Networks solution operational with Ascom i63. Please note that security settings were
modified according to requirements in individual test cases.

The configuration file is found at the bottom of this chapter.

ESS, Security settings.

=% = ~ ~ n - 9 @ karl-magnus olss;
ExtremeCloud | ONBOARD CONFIGURE MANAGE MLINSIGHTS CLOUDVIEW A3 Q A 0 2o
Connection Status 1 Total Apps 0 Clients & Users 5 1 Alarms 0 3 0 Security 0 v
h O 4 -
th I O Bf &3  DefaultView -
SEARCH Showing 4 of 4 | 0 Selected | Select: All Pages, None
[7] Status Host Name - Uptime LD Clients MAC Location Serial # Model NTP State 1Q Engine Updated s
L Address Channel
M @ AH-011700 0d 2h 44m 172208458 & C413E2011F00  Assign 02501602230685  AP250 Enabled 10.0r3 20200319 123315 &
) @&t AH-308730 NiA 172208453 0 343584308780 Assign 06501907260997  APGED Enabled 10.08 2020-D3-17 14:40:43
BE X AH-4b240 NiA 172208457 0 B37CF24FB240  Assign 05501705100601  APSS50 Enabled 10.0r8 2020-03-17 14:50.04 6
N e NiA 172209458 0 9C5D12E78440  Assign 0230504033634  AP230 Enabled 10.0r8 2020-03-19 12:34:00

Dashboard overview (Monitor) of active access points

DASHBOARD  MONITOR [MeSlNZIElNs=g TOOLS  INSIGHTS A3 YOUR CLOUD ! o { :\:Ll;'r:au""s =

powered by Machine Learming

NETWORK POLICIES  APPLICATIONS ~ COMMON OBJECTS ~ USERS
Network Policies ntop All 88IDs

Policy Details Wireless Networks Device Templates Router Settings Additicnal Settings Deploy Policy

Wireless Networks

m — ﬁ]' |:\ Assign SSIDs using Classification Rules

|:\ SSID Guest Access Access Security VLAN
\:| Aerohivelntop1X WPA T WPA2 [ WPA3 802.1X
M AgrohivelntopPSK WPA/WPA2 [ WPA3

List of all configured SSIDs
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E EX eme  DastBoARD  MONITOR [GWIIEIL TOOLS  INSIGHTS A3 o, karl-magnus olsso

powered by Machine Leaming

NETWORK POLICIES ~ APPLICATIONS  COMMON OBJECTS  USERS

AerohivelntopPSK

Policy Details Wireless Networks Device Templates Router Settings Additional Settings Deploy Policy
CONFIGURATION GUIDE Wireless Network
Policy Name
. Broadcast SSID Using
Intop Name (SSID) AerohivelntopPSK
WIFID Radio (2.4 GHz 0r § GHz)
Broadcast Name * AerohivelntopPSK

WiFi1 Radio (5 GHz only)

88ID Authentication MAC Authy

g% Enterprise Q Personal < Private Pre-Shared = WEP = Open
G wearweaz2 weaa ) WPA/WPA2 / WPA3 B Key @ J unsecured
Key Management WPA2-(WPA2 Personal)-PSK -
Encryption Method CCMP (AES) -
Key Type ASCII Key .
Key value * JRS— 63 characters
] show Password

Enable Captive Web Portal

WPA2 PSK (Personal)

- Select WPA/WPA2 PSK (Personal)
- Select WPA2-PSK and CCMP and Key Management and Encryption Method
- Key can be entered in HEX or in ASCII format. Example shows a key entered in ASCIl format.
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E Extreme” o EeNEIEEN ToOLS  INSIGHTS A3 YOUR CLOUD Q © B @ &lmunso

by Machine Leaming

=™ Ascom

NETWORK POLICIES ~ APFLICATIONS ~ COMMON OBJECTS ~ USERS

Network Policies * Infop All S5IDs © Aerohiveintop1X
Policy Details Wireless Networks Device Templates Router Seitings Addifional Settings Deploy Palicy
CONFIGURATION GUIDE Wireless Network
Policy Name [
Intop Mame (5510)* Aerohivelntop1X rosdcst =ne

WIFi0 Radio (2.4 GHz or 5 GHz)
RADIUS Server Group

o FreeRADIUS

Broadoast Name * Aerohivelntop1X \iFT Radio (5 GHz anly)

SSID Authentication MAC
990 Enterprise
) wearwen2 s weas

Key Managsment

2

@ Open
&b

') Unsecursd

Private Pre-Shared Key 6 WEP

WPA2-802.1X -

Encryption Method COMP (AES) .

Enable Captive Web Portal m

Authentication with HiveManager Authentication Service m
Authenticate via RADIUS Server

Default RADIUS Server Group FresRADIUS +

Name Type IPMHost Name Order

FresRADIUS External RADIUS Server 17220842

EXIT CANCEL

WPA?2 802.1X (Enterprise)

- Select WPA/WPA2 802.1X (Enterprise)
- Select WPA2-802.1X and CCMP and Key Management and Encryption Method
- Select RADIUS server (defined in step below)
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Advanced Access Security Settings

o
Prevents forgery and retranzmiszion of management frames

Advanced Authentication Options

D Generats new Group Master key (GMEK) after | 0 ‘ | Seconds - |
D Generate new Group Temporal key (GTK) after | 0 ‘ | Seconds - |
GTK timeout period |m‘ Milliseconds

MNumber of GTK retriss | 3 ‘

D Generate a new Pairwize Transient Key (PTK) after | 0 ‘ | Seconds -
PTK timeout period |m‘ Milliseconds

Mumber of PTK refries |3—‘

Replay window | 0 ‘

(] Force the user to reauthenticate after | 0 ‘ | Seconds -

Local TKIP Countermeasure
Remate TKIP Countermeasure
Refresh GTK when the client disassociates from the SSID

D Enable Preauthentication (accelerates roaming)

Enable proactive PME-ID response (uses cached PMEs to supports fast roaming with certain clients)

WPA2 802.1X (Enterprise) - Additional settings - Advanced Access Security Controls

- Make sure that Enable Proactive PMK ID response is checked. (Not needed if 802.11r/FT is
enabled)
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E Extreme’ opasusoarp wonmor [EENGIGEE TOOLS  INSIGHTS A3 YOUR CLOUD

powerzd by Mashine Leaming

NETWORK POLICIES ~ APFLICATIONS  COMMON OBJECTS ~ USERS

External RADIUS Servers
AP Template ml_—( 5T

Auto Provisioning
Name Description Used By

Bonjour Gateway Settings

(] FreeRADIUS .
Classification Rules -
Gloud Config Groups ()
Hives
Port Types

WPA2 802.1X (Enterprise) — RADIUS configuration

(= DASHBOARD MONITOR [Eseligiclii=gy TOOLS INSIGHTS A3 YOUR CLOUD

powered by Machine Leaming

NETWORK POLICIES ~ APPLICATIONS  COMMON OBJECTS  USERS

External RADIUS Servers  Create External RADIUS Server
POLICY

AP Template External RADIUS Server
Auto Provisioning Mame *
a B o FreeRADIUS
Bonjour Gateway Settings

Description
Clasgification Rules
Cloud Gonfig Groups () P
Hivies IPiHost N * g ==

ostiame FreeRadius 94 O+ O

Port Types

Server Type * Authentication Port: *| 1512
Radio Profiles
SDR Profiles Accounting  Port:*| 1813
Schedules
SSIDs Shared Secret R
Switch Template |:| Show Password

User Profiles

URL Filtering Detail

WPA2 802.1X (Enterprise) — RADIUS configuration

- Configure the IP Address to the Radius server
- Typein the “secret” that corresponds to the secret configured in the Radius server.
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Additional Settings =

Configure your Availabiity Scheduling, Security Controls, Optional Settings, and Client Monitoring

S5ID Availability Schedule

[] Restrict the availabilty of this SSIDt0 | _gTOMIZE

sslected schedules
Advanced Access Security Controls 802 11w, Authentication timeout aptions CUSTOMIZE
Optionsl Settings Fadio and Rates, DoS Prevention, and

MAC filters CUSTOMIZE

Client Monitor m

When enshied, Aerohive devices defect chenf izsues, repovt client connection sciviies and problems fo Hiveldanager

Data rate configuration. (Per SSID)

- Go to optional Settings

Optional Settings

bgRateSetting

Customize 2.4 GHz 11 big Rate Setting

e
5.5 Mbps . -
8 Mop= NIA -

Data rate configuration.2.4GHz

8 Mbps

11 Mbps

12 Mbps

1% Mbps

MiA

MU,

Basic

=
L] L] L] L]

Optional

24 Mbps

35 Mbps

48 Mbps

54 Mbps

CAMCEL

TE SETTING

Optional

Optional

Optignal

Optional

- Toimprove the performance in the wireless system it is recommended to disable the lowest

data rates.
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Optional Settings

sRateSetling

Cusiomize 5.0 GHz 11a Rate Setfing

& Mbps

A -
12 M
-
e

Data rate configuration.5GHz

24 Mbps.

36 Mbps

48 Mbps

54 Mbps.

Basic

Optional

Optional

Optional

SAVE RATE S

- To improve the performance in the wireless system it is recommended to disable the lowest

data rates.
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Optional Settings

Voice Enterprise

|:| Enable voice enterprise

“oice Enterprise is not supported on AP110,

AP120, AP1TD, AP320, AP340, AP370, and
AP3S0

(3 Enable wm

Enforce WMM admission control for
|:| oice

Broadcast and Multicast Handling

Convert IP Multicast to Unicast

| Always -

Enable Non-Essential Broadcast

o Custom [ video Filtering

["] Enable Multicast Drop

u Enable 802.11k

— R _ For a complete list of cerified platforms, see

Enable dualband neighbor st )
|—| < WWM-AC in the online Help system.
Max. neighbor &4Ps | 3 |

Enable unschedulsd automatic powsr
Rang=: 1 -10

save delivery

Enable 802.11v

[7] Enable forced diszassociation

Enable 802.11r

For a complete list of certified platforms, see Voice
Enterprise in the online Help system.

nt Related Network Settin

1]
(=]
w

Maximum client limit RTS threshold

| 100 | | 2346 | bytes | 2346 | bytes

Fragment threshold

Range - 1- 255 Range:1-2345 Range : 256 - 2345

DTIM settings Inactive client ageout Roaming cache update interval
| 2 | | 5 | Minutes | 60 | Seconds
Range : 1- 255 Range: 1-30 Range : 10 - 36000

Roaming cache ageout

CAMNCEL SAVE OPTIONAL SETTINGS

Optional SSID settings

- Enable 802.11k support.

- Enable 802.11v support. (Enable 802.11v support. (802.11v is not really needed for i63, but still
recommended if mixing with other Ascom products))

- ltis strongly recommended to use Fast Transition (802.11r) for enhanced roaming performance.

- Make sure Enable WMM is checked.
- Make sure Unscheduled Automatic Power Save Delivery is checked.
- Make sure “Convert IP Multicast to Unicast” is enabled

- Ascom recommends a DTIM period of at least 2 but no higher than 5.
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Quality of Service (QoS)

' Extreme BOARD  MONITOR [eleliglelll s A3 YOUR

NETWORK POLICIES ~ APPLICATIONS ~ COMMON OBJECTS  USERS

_ ) - o
POLIC
Classifier Maps

AP Template

Please note that Classifier Maps are only supported by HiveOS devices and will not take effect on other devices.

Auto Provisioning

Hame Ascom
Bonjour Gateway Settings

Classi ion Rules Description

Gloud Config Groups ()

Hives
Fort Types
v | eoz2tpoifiservzoz.1e ‘
Radio Profiles
8021 DifiS 802.11

SoR Frofis p L eree g e
S510s

7 Network Control - 56-63 Network Contral - 7 Network Control -
Switch Template

6 Voice - 48-35 Voice - B Voice -
User Profiles

5 Video - 40-47 Voice - 5 Video -
URL Filtering Detail

c - 32 i - & -

URL Fittering 4 Controlled Load 38 Controlled Load 4 ontrolled Load
BASIC 3 Excellent Effort - 2431 Excellent Effort - 3 Excellent Effort -
. a Best Effort 1 - 00-07 Best Effort 1 - a Best Effort 1 -
SECURITY

2 Best Effort 2 - 16-23 Best Effort 2 - 2 Best Effort 2 -
Qos

1 Background - 08-15 Background - 1 Background -
Classifier Maps
Marker Maps

Classifier Maps

- Create classifier map according to the screenshot and enable DiffServ and 802.11e
- Important. For DiffServ 40-47 select QoS Class: 6 — Voice.
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SHBOARD  MONITOR [Eeieligiclixi=ag TOOLS INSIGHTS

powerad by Machine Leaming

NETWORK POLICIES ~ APPLICATIONS COMMOM DBJECTS USERS

Ascom
AP Template Please note that Marker Maps are only supported by HiveOS devices and will not take effect on other devices.
Auto Provisioning
Bonjour Gateway Seftings Mame * Ascom
Classification Rules Description

Cloud Gonfig Groups O

Hives 4
Port Types 802.1p DifiSery
Radio Profiles
i DiffServ Em note: If both 802.1p and DiffServ are selected only DiffServ wil take efiect
SDR Profiles
Schedules QoS Class WMM Queue DiffServ Code Points
S5IDs
=sibs 7 - Network Control \oice 5
tch Template
User Profiles Veles 46
URL Filtering Detail
5 - Video \ideo A0
URL Filtering
BASIC - Controlied Lead ideo 32
SEEER 3- Excellent Effart Best Effort 24
Qos
2 - Best Effort 1 Best Effort 0
Classifier Maps
Marker Maps 1 - Best Effort 2 Background 16
Rate Confrol & Queuing
D - Background Background 8
MANAGEMENT
Marker Maps
- Create a Marker Map and assign QoS Class 6 - voice to 46
Interoperability Report Date Page
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Radio Configuration

AH-4fb240 uPDATE O

LOGATION  Unassigned Device Model:  APS50

AP550 Device Templats:  AP_E50-default-template

/ Wireless Interfaces +

Control actions from the Access Point's Wi-Fi poris

Host Name. AH-4fb240

Policy: Intop wirio S0 wiri 1 (Il iBeacon Servi
Control iEea @ ices
W7 Comnectes Operating Mode Radio Mode 802 11ac
Active since: 21 Mins 17 . . iBeacon is not enabled. If can be enabled under
Secs Ago | 2402~ e Additional Setfings in the device policy
i radio_ng_ac0 <+ N
n Active Alarms Radio Mode 802.11g/n o -
Radio Profile Radio Usage () client Mode
n Unique Ciients —
radio_ng_ng0 T+ W Client Access
CPUUsage | 1% Note: Only the AP530 supports MU-MIMG on its Wi-Fid — )
. e [T] Backhaul Mesh Link
Sy || 29% —
§ _ Sensor
L= Radio Usage [ Ciient Mode u
Client Ac Channel
Monitor Configurs \ent focess anne
() Backhaul Mesh Link 149 -
] sensor 8 .
CONFIGURATION d Transmission Power (7} Auto
Device Configuration [T Enable SDR (Software Defined Racio) O Manual
Dynamic sefection of radic band =
m
Interface Settings Channel
[ |
Device Credentials & M i z
Configure Netdump IIEnEmisEion Bowar S} siin (] Enabie client transmission power control (802 11h)
- . © Manual i
ADDITIONAL SETTINGS Enable Presence Analytics m

Configuration of access points

- Radio profiles used is the default (Default radio profiles radio_ng_ac0 and radio_ngO0 for WiFiO

interface).
- Inthe example channel and Transmission power has been set manually for each access point

(for testing).

General guidelines when deploying Ascom i63 handsets in 802.11a/n/ac environments:

1. For environments not utilizing 802.11k Neighbor Report - Enabling more than 8 channels will degrade
roaming performance. (In situations where UNII1 and UNII3 are used, a maximum of 9 enabled
channels can be allowed) Ascom does not recommend exceeding this limit unless 802.11k is in use.

2. Ascom do support and can coexist in 80MHz channel bonding environments. The recommendations is
however to avoid 80 MHz channel bonding as it severely reduces the number of available non
overlapping channels.

3. Make sure that all non-DFS channel are taken before resorting to DFS channels. The handset can cope
in mixed non-DFS and DFS environments; however, due to “unpredictability” introduced by radar
detection protocols, voice quality may become distorted and roaming delayed. Hence Ascom
recommends if possible avoiding the use of DFS channels in VoWIFI deployments.

4. *) Dynamic Frequency Selection (radar detection)
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Ascom i63

F

ff Edit parameters for 5000
Device type: |i63 Messenger |
Parameter definition: |8.36 |
B Metwark | Name Value
- # Genera
P ok A Metwork name ExtremelIntopPSk g
- #¢ Network B DHCP mode On L2
- Net"\-nrk c Frequency band 5 GHz e
e networkn SSID ExtremelntopPSK e |
! - Device ' Security mode WPAMPAZ-PSK e |
| - o Au;in WPAMPAZ-PSE passphrase R (2]
| B e Location 5 GHz channels Mon DFS e
f B o ValP 802,11 channels e |
| - s éustomization World mode regulatory domain World mode (802. 11d) e |
| B 9 Services IP DSCP for voice 0x2E (46) - Expedited Forwarding e |
f - \ Push-To-Talk IP DSCP for signaling 0x1A (28) - Assured Forwarding 31 e |
| i Y Headset TSPEC Call Admission Control Off o
! - X User Profiles R dLit g e |
B o System Profiles Check IP connectivity after roaming No e |
-3 A-MPDU packet ti o
|| = L Shorteuts e e n L2 |
|| B 1L Bluetooth 1
l |
|
! |

ok | [ cancel

[

Network settings for WPA2-PSK

Note. Make sure that the enabled channels in the i63 handset match the channel plan used in the system.

Note. FCC is no longer allowing 802.11d to determine regulatory domain. Devices deployed in USA must set
Regulatory domain to “USA”.
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-

ff Edit parameters for 5000

| ————
Device type: |i63 Messenger |
Parameter definition: |8.36 |
Bl Metwork | Name Value
- 4 (Genera
Metwork name ExtremelntopPSE (2]
Metwork A
: DHCP mode on (2]
' Frequency band 5 GHz e
| & Network C I
_____ & NetworkD 531D Extremelntopix e
! G- b Device ' Sequrity mode PEAP-MSCHAPvZ e
! oo EAP authentication identity testuser e
j] - Audio — sressssees
B Location EAP authentication password 2]
! & o VoTP EAP anonymous identity e [
| Il i L EAP dlient certificate Mone e
[l (- | Customization ) ) I
B L Services validate server certificate Yes e
| o 5 GHz channels Non DFS e
(- | Push-To-Talk
| - Headset 802.11 channels e |
I B - User Profiles World mode regulatory domain Waorld mode (802, 11d) e |
I B - System Profiles IP DSCP for voice 0x2E (46) - Expedited Forwarding (2]
f e - S:orhmts IP DSCP for signaling O 1A (28) - Assured Forwarding 31 2]
s suctooth TSPEC Call Admission Control off e
| Disable OKC No e |
| Check IP connectivity after roaming Mo e ||
| A-MPDU packet aggregation on 2]
| N
oK | [ Ccancel
[
etwork settings for .1X authentication - V.
Net k sett for .1X authenticat PEAP-MSCHAPV2
" Ascom Device Manager | = | & |
|[File Device Number App Template License Options Help
f) oeviess @ neers @ ##s | B TEVPLATEl 9 ucmss‘
Device types: Search for: | | in: [Gnline ~| [ shonal
g‘:“gﬂm o Description Mumber Device type Parameter definion  Device ID DECT Master Device Interface  Online Status Lastlogin Lastruntem... Saved
:;:4'2;::;:’«5 ?ux:; i63 Messenger :: 000 13E25E9E2 New. ; Synchranized 2020-01-15 1., L1AN ; ]
l62 Protector 5002 63 Messenger 8.36 000 13E25E7CE Edit parameters v Synchronized 2020-01-14 1... CiscolntopPSK v
5003 63 Messenger 8.36 000 13E25E73F v Synchronized 2020-01-15 1... CiscolntopPSK- v
li63 Protector £dil desciption
Manage Certificates
Copy-
Rename...
Export...

802.1X Authentication requires a CA certificate to be uploaded to the phone by “right clicking” - > Edit certificates.

EAP-TLS will require both a CA and a client certificate.

Note that both a CA and a client certificate are needed for TLS. Otherwise only a CA certificate is needed.
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Appendix B: Interoperability Verification Records

Pass 19
Fail 2
Comments 3

Not verified 2

Total

26

Refer to the attached file for detailed verification results.

Refer to the verification specification for explicit information regarding each verification case.

The specification can be found here (requires login):
https://www.ascom-ws.com/AscomPartnerWeb/en/startpage/Sales-tools/Interoperability/ Templates/

Document History

Rev Date Author Description
P1 24-March-20 SEKMO Draft
R1 2-April-20 SEKMO Internal review. R1 Revision.
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WLAN TR

		

				WLAN Interoperability Test Report																		WLAN configuration:

																						Beacon Interval: 100ms

				Test object - Handset:																		DTIM Interval: 5

						Ascom i63 v 1.0.8																802.11d Regulatory Domain: XX

				Test object - WLAN system:																		WMM Enabled (Auto/WMM)

						Extreme Networks V2110, version  10.51.10.0006																No Auto-tune

						AP  3825, 3912, 3935				AP3825				AP3912				AP3935				Single Voice VLAN

										2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz		2.4Ghz		5.0Ghz

						Test Case		Description		Verdict		Verdict		Verdict		Verdict		Verdict		Verdict		Comment

				TEST AREA ASSOCIATION / AUTHENTICATION

						#101		Association with open authentication, no encryption		FAIL		FAIL		FAIL		FAIL		FAIL		FAIL		Authentication succesful but no communication

						#107		Association with WPA2-PSK authentication, AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS

						#110		Association with PEAP-MSCHAPv2 auth, AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		FreeRADIUS; RootCA loaded to Device.				FAIL

						#116		Association with EAP-TLS authentication		PASS		PASS		PASS		PASS		PASS		PASS		FreeRADIUS; RootCA and client loaded to Device.

				TEST AREA POWER-SAVE AND QOS																				PASS

						#150		802.11 Power-save mode		PASS		PASS		PASS		PASS		PASS		PASS				FAIL

						#151		Beacon period and DTIM interval		PASS		PASS		PASS		PASS		PASS		PASS		DTIM 1,3 5 , Beacon Period 100tu.		NOT TESTED

						#152		802.11e U-APSD		PASS		PASS		PASS		PASS		PASS		PASS				See Comment

						#202		WMM prioritization		PASS		PASS		PASS		PASS		PASS		PASS		iperf to generate background lload. No noticable degenerations of voice quality

				TEST AREA "PERFORMANCE"

						#308		Power-save mode U-APSD – WPA2-PSK		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		PASS		PASS		12hs ok

						#310		CAC - TSPEC		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		2s delay befor call setup, Fail together with 11w

				TEST AREA ROAMING AND HANDOVER TIMES

						#401		Handover with open authentication and no encryption		FAIL		FAIL		FAIL		FAIL		FAIL		FAIL		Authentication succesful but no communication

						#404		Handover with WPA2-PSK auth and AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		802.11an: 44 ms  802.11gn: 50ms . No Extreme support for 11r with PSK

						#408		Handover with PEAP-MSCHAPv2 authentication and AES-CCMP encryption		PASS		PASS		PASS		PASS		PASS		PASS		802.11an: 45 ms  802.11gn: 52 ms (non 11r)

						#411		Handover using PMKSA and opportunistic/proactive key caching		PASS		PASS		PASS		PASS		PASS		PASS		OKC always recomended. Same test as #408

						#413		Re-Association with 802.11r		PASS		PASS		PASS		PASS		PASS		PASS		802.11an: 26 ms  802.11gn: 33 ms

				TEST AREA BATTERY LIFETIME

						#501		Battery lifetime in idle		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		PASS		PASS		80h +, Non DFS channles only selected

						#504		Battery lifetime in call with power save mode U-APSD		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		PASS		PASS		7-8h, Non DFS channles only selected

				TEST AREA STABILITY

						#602		Duration of call – U-APSD mode		PASS		PASS		PASS		PASS		PASS		PASS		1h+ call mantained

				TEST AREA 802.11n

						#801		Frame aggregation A-MSDU		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED		NOT TESTED

						#802		Frame aggregation A-MPDU		PASS		PASS		PASS		PASS		PASS		PASS		Uplink and downlink

						#804		40Mhz channels		See Comment		PASS		See Comment		PASS		See Comment		PASS		Channel bonding only recomended on 5GHz band

						#805		802.11n rates		PASS		PASS		PASS		PASS		PASS		PASS

						#806		802.11ac rates		NOT TESTED		PASS		NOT TESTED		PASS		NOT TESTED		PASS		max up 433.3mbps (80mhz MCS8)

						#808		Channel usage controlled by 802.11k		PASS		PASS		PASS		PASS		See Comment		See Comment		Sometimes empty response from AP3935.

						#809		Network features controlled by 802.11v		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Not supported by Ascom i63

						#124		Association with Protected Management Frames 802.11w		See Comment		See Comment		See Comment		See Comment		See Comment		See Comment		Fail together with 802.11r (FT)





